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Abstract

Wireless communication is vulnerable to active and passive eaves-
dropping due to its broadcast nature. Conventional security mea-
sures such as cryptography-based approaches are employed to se-
cure data at the upper network layers. However, such security tech-
niques may not be viable for future networks supporting internet of
things (IoT) and large number of sensors due to the high cost, high
implementation complexity and limited computational power. In
this thesis, for physical layer security, we used chaotic maps to se-
cure wireless communication. For the security of physical layer,
two different techniques are proposed to secure data. In first tech-
nique, a non-OFDM waveform transmission is proposed with rake
receiver to decode data over multipath Rayleigh fading channel. In
second method, OFDM waveform is transmitted over a multipath
Rayleigh channel. In proposed work, differential encoded informa-
tion is spreaded with chaotic sequence and than transmitted over
wireless channel. We used two different modulation techniques
which are differential binary phase shift keying (DBPSK) and dif-
ferential Quadrature phase shift keying (DQPSK). We observe that
both transceiver designed achieve promising performance.
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Chapter 1

Introduction

In modern era, contemporary communication links are established over the
wireless channel for the variety of networks such as internet of things (IoT),
devices and wireless sensor networks [1]. Due to the nature of the wireless
medium, information security is a major challange [2]. Privacy of personal in-
formation and sensitive data is always major concern for the individuals, groups
and companies. Conventional methods to secure private information such
as cryptography provides data security at upper layers of the network model.
The conventional cryptographic methods have severe drawbacks such as com-
plexity and are feasible for systems with energy and comutational power con-
straints. Thus, low-power IoT devices can not work with conventional cryp-
tographic methods due to power constraints and execution power of the sys-
tems. There are several alternate solutions such as physical layer security [2, 3]
and chaos-based physical layer communication [4].

Wyner introduced the physical layer security (PLS) of the wiretap channels
in [5]. PLS for wired networks can be easily established as compared to the
wireless networks. The use of wireless networks has increased significantly
and growing exponentially. The broadcast nature of wireless communication
makes the wireless networks more vulnerable to eavesdropping [3]. Moreover,
malicious attackers can also stage aggressive attempts to obstruct or tamper
with illegitimate signals. There are several threats to the wireless communi-
cation links including eavesdropping, jamming, network infiltration, identity
theft, and many more. Therefore, it is essential to protect the wireless transmis-
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INTRODUCTION

sion from the eavesdropper. PLS exploits channel resources to ensure secure
communication from the eavesdropper, which may have unlimited computa-
tional power [2]. By exploiting diversity techniques, the security of the phys-
ical layer can be improved [6]. The randomness and diversity approaches for
the physical layer equilibrize the limitations brought by standardized cipher-
based encryption on the upper layer. PLS gained much attention in recent
years [3, 7]. In particular, channel reciprocity of time-division duplex (TDD)
networks exploits channel reciprocity to achieve PLS [8]. In many wireless
communication systems, physical layer security is used generate encryption
key by exploiting channel reciprocity TDD systems. Key generation rate is a
bottleneck for the key generation from the channel randomness [9] and refer-
ences therein.

Chaotic communication is an alternate choice to achieve physical layer se-
curity. The transmitter and receiver generate chaotic signal from the same map
with same precision to encode and decode data, respectively. Transmitter and
receiver can generate synchronzised chaotic sequences using same initial state
and parameters. Note that initial state and parameter can be generated from
channel reciprocity and both nodes can stay synchronized for much longer du-
ration [10] and references therein.

1.1 Literature Review

The bit error rate for the chaos based DS-CDMA communication system over
slow fading multipath channel is presented in [11]. The receiver in [11] uses
simple rake receiver for decoding. The bit error rate is performed using the bit
energy distribution, noise variance, and number of paths.

In [12], the author proposed a novel approach, which uses chaotic direct se-
quence Spread spectrum (DSSS) to improve the security of the physical layer.
In this work, the symbol period changes in accordance with the chaotic spread-
ing sequence behaviour. Consequently, the spreading pattern and symbol pe-
riod changed chaotically at the same time. The primary objective is to protect
data against blind estimate attacks on the DSSS-based communication system.
Through computer simulation, the performance of the proposed approach in
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INTRODUCTION

the presence of additive white Gaussian noise (AWGN) is evaluated. The im-
provement in physical layer security is also assessed using numerical results.

In [13], a study of the performance evaluation of chaotic direct-sequence
code-division multiple access (CDS-CDMA) and differential chaos shift key-
ing (DCSK), both of which are used for wireless low-data rate applications. A
wireless channel that is affected by noise, fading, multipath and spread delay
for low chaotically spreading signal is mathematically modeled and described.
BER performance for low-power chaos-based systems in wireless multipath
channels is improved. This indicates that implementing chaos-based commu-
nication systems can improve physical layer security in low-rate wireless net-
works.

In [14], the author proposed a novel chaotic modulation based on the sym-
bolic sequence connected to the chaotic map because most chaotic communi-
cation systems show poor performance under noise and Rayleigh fading. In
this technique, instead of the typical BPSK or QAM, chaotic modulated signals
are transmitted in each subcarrier of the conventional OFDM system. In the
receiver, the Viterbi algorithm is used to estimate the transmitted sequence in
the frequency domain.

In [15], the auther explained the drawbacks of conventional cryptographic
security used for securing data which is affected in the wireless domain. In
this work, a novel security technique is proposed to protect the physical layer
in a wireless medium as radio channels’ quick spatial, spectral, and temporal
decorrelation features can improve the ability to provide secrecy authentica-
tion services.

Physical layer security (PLS) is a new method that can improve wireless
security without depending on higher-layer encryption methods. From PLS
legitimate users can transmit confidential information over wireless channel
in the presence of an eavesdropper. In [16], the author provides a thorough
analysis of OFDM-based PLS methods that offer security services such as key
generation and distribution, authentication, secrecy, integrity, and availabil-
ity. In this survey, the author explained different PLS techniques in literature,
challenges, their current limitations and countermeasures.

In [17], physical layer security (PLS) scheme through Orthogonal frequency
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INTRODUCTION

division multiplexing (OFDM) based on the chaotic maps. In this work, the
OFDM waveform is secured by mixing its modulated symbols and encoded
information bits at the same time. A stream of bits is generated by a chaotic
map from which the information is encoded. To secure of OFDM waveform,
the modulated symbol is mixed up by the scrambling matrix which is created
with chaotic maps. Initial conditions of the chaotic signal act as a shared secret
key. For that purpose, only one key is encrypted in the first OFDM symbol as
a preamble of the transmission. After the decryption of the first information
at the receiver end, this information acts as a key for the next information de-
cryption. The main advantage of this approach is that the encryption key is
not sent for every transmission.

1.2 Motivation and Objective

Advancements in computing technologies bring numerous risks in crypto-
graphic techniques because eavesdroppers can launch brute force attacks hav-
ing infinite computing capabilities [18]. PLS can be achieved by implementing
several convenient techniques without consuming massive communication re-
sources and the infrastructure that shares cryptographic systems among legit-
imate users [19]. For the security of information mostly chaotic signals are
used in which information is directly mapped and transmitted in the wireless
channel. Chaotic communication is the study of chaotic dynamical systems.
Chaotic signals are aperiodic, irregular and impossible to predict [20]. Due to
these properties, chaotic signal enhance the security of data during wireless
transmission [21].

The main objective of our research is to provide PLS utilizing chaotic maps.
Because chaotic maps are highly sensitive to initial state and control param-
eters. Low-power IoT devices need security since cryptographic security ap-
proaches are inapplicable to them due to resource constraints and high compu-
tational complexity. The other objective of this work is our signal transmission
is free of interference and antijamming.

In our proposed work, we used chaos-based OFDM and non-OFDM wave-
form for transmission. OFDM technology is widely used because of easy im-
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INTRODUCTION

plementation and has high spectral efficiency, suitable bandwidth scalability
and robustness to multipath fading. Due to these properties the security of
the OFDM system is more important [22]. Inter-symbol interference (ISI) is no
longer an issue when utilising OFDM, and the technique is much less sensitive
to synchronization errors in time.

The differential encoding technique is used to encode information bits. In
differential encoding rather than transmitting absolute values themselves the
difference between the consecutive symbol is transmitted and at the receiver
end the first symbol is considered as reference and calculating the difference
between the reference and the next symbol information is differentially de-
coded. In our case, we used differential phase shift keying (DPSK) to encode
the information in terms of difference in phases [23]. We used DBPSK and
DQPSK modulation techniques and evaluate the BER performance. The main
advantage of differential encoding decoding is that the system is more robust
against multipath fading and noise [24].

To get PLS, seed sharing is done through channel reciprocity in Time di-
vision duplex (TDD) mode. The main advantage of using TDD mode is that
the radio propagation channel between two antennas is reciprocal and both
channels have the same frequency response [25]. In simple words, the down-
link and uplink transmission share the same frequency band in TDD wire-
less communication mode. So, this research shows that the PLS using chaotic
communication in which the information bits are differentially encoded and
spreaded with baseband chaotic signal. At receiver end, for chaos-based non-
OFDM waveform Rake receiver is used to decode the information bits. For
chaos-based OFDM waveform OFDM demodulator is used to decode the in-
formation bits over multipath Rayleigh fading channel.

1.3 Contribution

The contribution of this work is as follow:

• We proposed physical layer security using chaotic maps. The bit error
rate for multipath Rayleigh channels is calculated using the proposed
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INTRODUCTION

method.

• We used chaos-based non-OFDM waveform transmission of signal for
the information security in multipath Rayleigh fading channel and in or-
der to remove the inter-symbol interference Rake receiver is used.

• We used chaos-based OFDM waveform transmission of signal for infor-
mation security in multipath Rayleigh fading channel.

1.4 Dissertation Outline

The organization of the remaining dissertation is as follows: Chapter 2 in-
troduces chaos theory, chaotic maps and types of chaotic maps. Two main
types of chaotic maps such as continuous-time chaotic maps and discrete-time
chaotic maps are discussed. Application of finite precision chaotic maps, such
as S-box and secure wireless communication are also discussed in this chapter.
Different types of secure chaotic communication which are chaotic masking,
Chaos shift keying (CSK), Differential chaos shift keying (DCSK) are also dis-
cussed in Chapter 2. Chapter 3 discuss the proposed system model based on
non-OFDM waveform and OFDM waveform transmission for the security of
physical layer using rake and OFDM demodulator respectively. In addition,
simulation results for bit error rate performance in Rayleigh fading channel
are also discussed in chapter 3. Chapter 4 concludes this work by providing
a summary of our main work and contributions and also suggests possible
extensions for future work.
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Chapter 2

Chaos and Chaotic Communication

In this chapter, we present chaos theory, continuous-time chaotic maps and
finite precision chaotic maps. We also discuss applications of finite precision
chaotic maps such as S-box and chaotic communication. In this chapter, main
focus is the application of discrete-time chaotic maps with finite precision to
secure wireless communication link.

2.1 Chaos Theory

Chaos theory deals with study of non-linear dynamic systems, which are ap-
parently random and are evolved from simple equation as a deterministic non-
linear system. The examples of such dynamic non-linear systems are weather,
turbulence, bahaviour of stock market, and human brain state. American
metrologist Edward Lorenz is poineer of chaos theory in 1963. Lorenz intro-
duced a three-dimensional non-linear first-order differential equation, which
is a well-known example of chaos theory and has many applications. He ob-
served that a small change in the initial condition of the chaotic system brings
an exceptionally large difference in the states of the chaotic system [26]. Thus,
chaos theory deals with non-linear deterministic systems, which are impos-
sible to predict without the knowledge of the initial state of the system and
chaotic system parameters. Chaos theory has its many application such as se-
cure communication, image encryption and cryptography. Next, we discuss
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chaotic maps and its types.

2.2 Chaotic maps

Chaotic maps are non-linear dynamical system which exhibit irregular, un-
predictable and uncertain behaviour. Chaotic maps are modeled with simple
equation with complex behaviour. Chaotic maps are highly sensitive to initial
condition and control parameters due to the fact that a small change in pa-
rameters and initial state leads to different tracjectries. Chaotic maps evolve
iteratively such that current state generate the next state.

The state of the chaotic map and paramters are represented by high preci-
sion real-numbers. However, realization of the chaotic maps on computer or
embedded systems has limitation of finite precision. This leads to either con-
vergence of map or small period of the map attributed to the finite precision
[27]. In finite precision, each state of the chaotic map is represented by few
number of bits. For example, under 8-bit finite precision representation has
256 possible states. Thus, repetetion of state of map or convergence has high
probability. Encryption and secure wireless communication are two main ap-
plications of the chaotic maps. In cryptography, cipher text is obtained from
the chaotic map, which evolves from the iterative chaotic sequence generation.
For the long chaotic map, encryption and decryption function are makes it dif-
ficult for the eavesdropper to break the cryptosystem [28]. The two main types
of chaotic maps are

• Continuous-time chaotic maps

• Discrete-time chaotic maps

2.2.1 Continuous-time Chaotic maps

The continuous-time chaotic maps are dynamic systems, which use differen-
tial equations to generate chaos. These maps are realized using analog circuit
[29]. Furthermore, continous-time chaotic maps are sensitive to the initial state
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and parameters. That is, small changes in the initial condition can lead to dif-
ferent trajectories with respect to time. The trajectories of the continous-time
chaotic maps highly depend on the parameter selection. The general equation
of continuous chaotic system is

du
dt

= F(u, t), (2.1)

where u(t) is continuous-time chaotic signal. The most common examples
of continuous-times chaotic maps are Lorenz system, Chua system, Rösssler
system and Duffing oscillator. Lorenz system is a well-known example of the
continuous chaotic map, which produces complex structures, unexpected real-
valued sequences of the system variable. Lorenz system consist of three initial
values and three system parameters [30]. The equation of three-dimensional
dynamic Lorenz system is

dx
dt

= σ(y − x)

dy
dt

= x(ρ − z)− y

dz
dt

= xy − βz

(2.2)

where, σ, ρ and β are the system parameter and x, y and z is the initial state of
Lorenz system.

2.2.2 Discrete-time Chaotic maps

Discrete-time chaotic systems are used to generate discrete chaotic sequence
by non-linear difference equation [29]. The application of discrete-time chaotic
maps with finite precision are S-box generation, pseudo random number gen-
eration and secure wireless communication. The most widely used discrete-
time chaotic maps are logistic map, tent map, quadratic map, and Henon map.
The general equation of the discrete chaotic system is

un+1 = F(un), (2.3)
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where u is an initial seed value and un are iterated value for discrete-time
chaotic system. F(.) is the function of chaotic map in which un is the present
state and un+1 is the next state. In discrete system, present value acts as a seed
for the next value.

Logistic map is an example of discrete-time chaotic map and most widely
used due to its simple mathematical equation, complex dynamics and be-
haviour [31]. Logistic map is one-dimensional map which exhibits chaotic be-
haviour under infinite precision. The mathematical equation of logistic map
is

un+1 = λun(1 − un), (2.4)

where λ is the control parameter which can have any value between [0 4], un

is an current state and un+1 is the next value. Note that 0 ≤ un ≤ 1. Re-
alization of discrete chaotic maps such as logistic map on computer systems
or microcontroller has limitation of finite precision. The finite precision of the
states of chaotic map leads to either periodic behavior of the chaotic map or
convergence. Thus, short cycle of the discrete-time chaotic map is a major for
the secure system. Many works has been published to enhance periodic length
of the discrete-time chaotic map [32, 33].
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Figure 2.1: Logistic map with parameter value λ = 4 and initial value u0 =

0.5101

In Fig 2.1, logistic map is generated for 100 iteration, which shows different
values at different points. If we change the value of control parameter and
initial value, then result will be completely different due to sensitivity of the
chaotic maps to the initial state.

2.3 S-Box

The substitution box is used in crptosystem to provide confusion property
described by Shannon in his work [34]. S-box is basic component of sym-
metric key algorithms in crptography used in block ciphers to create confu-
sion. Strong block ciphers is resistant to linear and differential crptanalysis.
S-box is used in almost all conventional cryptographic systems, such as the
Advanced Encryption standard (AES), the Data Encrption standard (DES) and
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many more. In terms of mathematical representation, the nonlinear mapping
of S-box is S(x) = ( fn−1(x), . . . , f0(x)) : Fn

2 → Fn
2 for n × n matrix. Where,

{0, 1}n denotes the vector spaces of n elements from GF(2) and fi(0 ≤ i ≤
n − 1) is boolean function [35]. Different discrete-time chaotic maps are used
to generate S-box because of sensitivity to initial conditions and random be-
haviour [36]. S-box generation is tested on the different number of criteria to
exhibits good cryptographic properties, such as nonlinearty, bijection, output
bits independence criterion, strict avalanche criterion and maximum expected
linear probability [37].

2.4 Chaotic Communication

Chaotic communication in which chaotic signal is used for transmiting and
receiving information. Chaotic communication is used to secure the transmis-
sion of data for different telecommunication technologies and used chaotic sys-
tems to produce complex dynamic behaviour. Since 1990, the chaotic secure
communication becomes hot topic for researchers. Chaotic communication
signals are spread spectrum signals which have large bandwidth. In conven-
tional communication systems, the analog signal is sent through the channel
consists of sums of sinusoid waveforms which is linear. However, in chaotic
communication, chaotic waveform consists the segments of samples which is
non-linear. Chaotic communication has numerous advantages which makes it
more attractive for communication due to its non-linear behaviour, unstable
and aperiodic characteristics. Chaotic signals are wide-band signals which of-
fer cheaper solutions as compared to conventional spread spectrum systems
and are resistant to multipath fading [38]. There are different chaotic commu-
nication techniques used for secure communication and the most frequently
used techniques are

• Chaotic masking

• Chaos shift keying communication

• Chaotic parameter modulation
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2.4.1 Chaotic Masking

Chaotic masking is a technique used for chaotic analog communication. In
chaotic masking a signal which is generated from a chaotic system is superim-
posed on the message signal directly means a noise-like signal is added to the
information-bearing signal. At receiver, the information is obtained by sub-
tracting the chaotic masked signal from message signal [39, 40]. In chaotic
masking technique, the transmitter and receiver are synchronized with each
other to produce the same chaotic sequence otherwise the decoding of correct
information is difficult [41].

2.4.2 Chaos Shift Keying Communication

Chaos Shift Keying (CSK) technique is used for chaotic digital communication.
In selective application domains, chaotic modulation scheme shows unique
features of chaotic basis function [42]. There are several modulation techniques
are used in CSK. The most commons are

• Chaos shift keying (CSK)

• Differential chaos shift keying (DCSK)

2.4.2.1 Chaos Shift Keying (CSK)

Chaos shift keying is a digital modulation technique [43] use to mapped each
symbol in different chaotic attractor explain in Fig 2.2. In transmitter, two
chaos sequence generators z and v produces chaotic signal zt and vt respec-
tively. If the information bit is +1 then zt is transmitted for specified time
interval and for −1 vt is transmitted for specified time interval. CSK system
works on the basis of self synchronization in which receiver and transmitter are
synchronized with each other. The same sequence is generated in transmitter
and receiver for different bit. In receiver, the received signal is correlated with
the reference signal produced at receiver side to decide whether the bit 1 or −1
[44].

13
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Figure 2.2: Block Representation of transmitter and receiver for CSK

2.4.2.2 Differential Chaos Shift Keying (DCSK)

DCSK in Fig 2.3 explains, every information-carrying bit consists of two chaotic
sample slots. The first one represents reference signal and second one contains
information [45]. In second slot, if the transmitted bit is +1 then the transmit-
ted signal is same as the reference signal and if the transmitted bit is −1 the
transmitted signal is inverse of reference signal [46]. For every bit, the trans-
mitted output of the chaotic sequence un of length K followed by the same
sequence multiplied by the information signal bi = ±1.

xn =

un 0 < n ≤ K

biun−K K < n ≤ 2K
(2.5)

Furthermore, the transmitted signal pass through flat fading channel and
additive white Gaussian noise is added to received signal. The mathematical
representation of received signal is

rn = hxn + wn (2.6)

In order to recover the information, the received signal rn is passed through
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the correlator. In correlator, the reference samples and information samples
are correlated and the output of the correlator for i-th bits is [46]

αi = Tc

K

∑
n=1

rnrn+K, (2.7)

where Tc is chip time. The output for i-th bit is decoded by comparing the αi

to threshold value which is zero.

Figure 2.3: Block Representation of transmitter and receiver for DCSK

2.4.3 Chaotic Parameter Modulation

Chaotic parameter modulation is also known as chaotic switching. Chaotic
switching is one of the simplest form of chaotic parameter modulation. In this
scheme, the information signal consists of binary data. Binary data is used to
modulate one or more parameters of the chaotic system for transmisssion. At
transmitter, for both 1 and 0, there are different sets of parameters for modu-
lation. At receiver, the information is decoded by using the synchronization
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error to decode the data and the received signal corresponds to which set of
parameter [47].

2.5 Summary

In this chapter, we briefly discussed chaos theory, chaotic maps. We focused
on the two main types of chaotic maps, which are continuous-time chaotic
map and discrete-time chaotic map. Application of discrete-time chaotic maps
such as S-box and chaotic communication is also discussed in this chapter.
Different types of chaotic communication such as chaotic masking, chaos shift
keying (CSK), differential chaos shift keying (DCSK) and chaotic parameter
modulation are discussed in this chapter.
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Chapter 3

Physical layer security and Chaotic
Maps

In this chapter, we discuss the proposed method for the physical layer secu-
rity using chaotic maps for communication. The logistic map is used to gen-
erate a chaotic sequence, which is discrete in nature and highly sensitive to
the initial conditions. For physical layer security, we used differentially en-
coded data, which is spreaded with the specified length of chaotic sequence. In
the proposed model, a chaotic modulated non-OFDM waveform and chaotic
modulated OFDM waveform is transmitted over the flat-fading and multipath
Rayleigh fading channel. OFDM is widely employed in broadband wireless
communication systems, mainly due to the fact that it offers high data rates
with low computational complexity. OFDM is resistant to multipath fading.
The proper use of chaotic maps in OFDM can enhance the security at the phys-
ical layer level.

3.1 System Model

In the proposed system model for physical layer security (PLS) in fig 3.1, the
chaotic sequence is generated by the logistic map, which is discrete in na-
ture. The transmitter and receiver are synchronized with each other by using
the same initial state and parameters. Both communicaion nodes can gener-
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ate the same initial states and parameters from the channel reciprocity under
TDD mode [8]. Thus, initial state and parameters are not shared over wireless
medium. In TDD mode, uplink and downlink share the same frequency band
during the wireless transmission. In the system model, transmitter spreads in-
formation bits with the dynamic spreading code generated from the discrete-
time chaotic map such as logistic map and quadratic map. In low signal-to-
noise ratio (SNR) regime, acquiring channel state information is not reliable.
Thus, receive signal strength (RSS) can be used to acquire partial channel state
information [48, 49].

Acquisition of the channel state information (CSI) is not viable in low SNR
regime and differential encoder encodes the information in terms phase dif-
ference between the neighbouring symbols of the M-PSK. The differentially
encoded data is spreaded by the dynamic spreading code generated from the
chaotic sequence. We propose OFDM based and non-OFDM transmission
modes to transmit a differentially encoded information symbols along with
dynamic spreading codes. At the receiver end, interoperable receive chain is
enabled to decode the transmitted information bits. Next, we discuss the two
aforementioned transceiver separately in the following sections.
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Figure 3.1: System model for the chaos based communication to secure infor-
mation

3.1.1 Non-OFDM Transceiver Design

In non-OFDM proposed transmission method, chaotic sequence spreads dif-
ferentially encoded data using logistic or quadratic map. In the proposed ap-
proach, we use logistic map to generate a discrete-time chaotic signal. Each
differentially encoded information symbol is spreaded with a dynamic chaotic
code (sequence) of length K. Finally, the spreaded message signal is trans-
mitted over the dynamic flat-fading or frequency selective wireless Rayleigh
fading channel. We assume additive white Gaussian noise (AWGN) for the
system.

In receiver, the multiple signals from the each path is combined to achieve
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better performance. To recover the information, we design rake receiver, where
different sub-receivers are used to counter multipath fading also called fingers.
Each finger is used to decode the information independently and the received
signal with a different delay is correlated with the reference chaotic signal.
The superpositon of the correlation of the fingers provides good estimate of
the angle, which is used to decode transmitted bits.

In the proposed transmitter for non-OFDM waveform in fig 3.2, we spread
basedband signal with spreading code ci ∈ RK×1 generated from the chaotic
map. We use logistic map, which is an one-dimensional discrete-time map.
The mathematical representation of the unipolar logistic map is

un+1 = λ un (1 − un). (3.1)

The biase of unipolar logistic map is −0.5. The bipolar chaotic spreading code
for the i-th information symbol is

ci = uiK:(i+1)K−1 − 0.5, (3.2)

where, i = 0, 1, 2, 3, . . . , ∞ and K is spreading factor. Thus, spreaded baseband
signal is

xi = dici. (3.3)

Note that the xi ∈ CK×1 and xi(j) is the j-th element of xi where, j = 0, 1, 2, . . . , K−
1. Here di is differentially encoded data and ci is spreading sequence from
chaotic map un. The output of channel is

yi(j) =
L−1

∑
l=0

hlxi(j − l) + w(j), (3.4)

where l represent sample delay of l-th path, hl is path gain and L is a total
number of paths and w(j) is additive white Gussain noise. In the proposed
receiver, for non-OFDM waveform in fig 3.4, the received signal encounters
multipath channel effect. To mitigate the channel impact from multipath sig-
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Figure 3.2: Block representation of Transmitter for non-OFDM Waveform
Transmission

Figure 3.3: Channel For Transmission

nal, the received signal is separately correlated with the reference chaotic se-
quence in each finger of rake receiver for L number of paths. In the first finger
, the received signal without any delay is correlated with the reference chaotic
sequence. Thus, ℓ-th finger correlates reference signal with the received sig-
nal delayed by ℓ − 1 samples. The mathematical representation for multiple
fingers of the rake receiver is

γi1 = ciy
⊺
i0

γi2 = ciy
⊺
i1

... (3.5)

γiℓ = ciy
⊺
iℓ−1

21



PHYSICAL LAYER SECURITY AND CHAOTIC MAPS

Figure 3.4: Block representation of receiver for non-OFDM Waveform Trans-
mission

The general equation for ℓ-th correlator is

γiℓ = ciy
⊺
iℓ−1 l = 1, 2, . . . , L − 1 (3.6)

Thus, we have correlation vector ai = [γi1 . . . γiL]
T for the L paths corre-

sponding to the i-th differentially encoded information symbol. The differen-
tial decoder for the L-path channel is

αi = aH
i ai−1 (3.7)

The information is enoded in angle of αi.

3.1.2 OFDM Transceiver Design

Figure 3.5 presents the proposed chaos-based OFDM communication model.
Instead of transmitting differentially encoded information spread by dynamic
chaotic code, we design OFDM waveform. OFDM waveform mitigates the
inter-symbol interference and converts single frequency selective channel into
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Figure 3.5: The proposed block representation of chaos-based OFDM Model
for transmitter and receiver

N parallel flat-fading channels [50]. In the proposed transmitter with OFDM
waveform, the code ci of length N from the discrete-time logistic map spreads
differentially encoded bit di. The chaotic spreading code for the i-th informa-
tion symbol is given in (3.2). Thus, spreaded baseband signal is

xi = dici. (3.8)

Note that the xi ∈ CK×1 and xi(j) is the j-th element of xi where, j = 0, 1, 2, . . . , K−
1. Here di is encoded data and ci is spreading sequence. OFDM-modulated
signal is

gi(j) =
1√
N

N−1

∑
k=0

xi(k)ei2πkj/N j = 0, 1, 2, . . . , N − 1

gi = IFFT(xi). (3.9)

By adding the CP, the transmitted signal extended to N + L − 1, where L − 1
is the memory of the channel. The CP appended OFDM waveform is g̃i. The
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output of frequency selective channel is

yi(j) =
L−1

∑
l=0

hl g̃i(j − l) + w(j) (3.10)

where, w(j) is additive white Guassian noise. The receiver of the proposed
OFDM system performs FFT on the received signal after removing CP as fol-
lows

ri(j) =
1√
N

N−1

∑
k=0

ỹi(k)e−i2πkj/N 0 < j ≤ N − 1

ri = FFT(ỹi). (3.11)

The despreading of OFDM-demodulated waveform is

γi = rH
i ci. (3.12)

The differential decoder is

αi = γ∗
i γi−1. (3.13)

The angle of αi represent transmitted bits.

3.2 Performance Evaluation

In this section, we present the performance of the proposed approach for non-
OFDM and OFDM waveform transmission over the multipath Rayleigh fading
channel. We used chaotic spreading code to spread the differentially encoded
information over the wireless channel. We use bit error rate (BER) to measure
the performance for DBPSK and DQPSK modulations for the proposed mod-
els. We present impact of channel diversity and spreading code length on the
non-OFDM and OFDM based transceivers for DBPSK and DQPSK modula-
tions.
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3.2.1 Simulation Setup

In the simulation setup, for both OFDM and non-OFDM transceivers pre-
sented in Fig 3.1 in Section 3.1, we used MATLAB enviornment for the simu-
lation. We perform BER evaluation for the OFDM and non-OFDM waveforms
using DBPSK and DQPSK modulation. The transmitted signal encounters
Rayleigh fading frequency selective channel with L independent and identi-
cally distributed (i.i.d.) paths. The dynamic spreading codes of length n is
generated from the discrete-time logistic map with initail state u0 = 0.5101
and parameter λ = 4. We assume no channel knowledge and receivers of
the OFDM and non-OFDM waveforms perform non-coherent detection. Fur-
thermore, we assume that transmitter and receivers are equipped with single
antenna. That is, single-input single-output (SISO) system. Now, we present
BER performance of the proposed non-OFDM transceiver.

3.2.2 Non-OFDM Transmission results

For non-OFDM transmission, we evaluate BER performance over the multi-
path Rayleigh fading channel for DBPSK and DQPSK modulations.

In Fig. 3.6, we investigate impact of number of paths on the BER perfor-
mance on the non-OFDM receiver with DBPSK modulation. We compare BER
for L = 2, 4, 8 and 16 paths and the spreading factor K = 64. The performance
of the BER for the proposed approach improves as the number of paths in-
creases. Fig. 3.6 reveals that the receiver achieves higher diversity when num-
ber of paths are increaded from L = 2 to 8. However, diversity gain is not ob-
served when number of paths are increased from 8 to 16. In the rake receiver,
the number of fingers increases with respect with the number of paths. Each
addition path induces inter-symbol interference to the other fingers of the rake
receivers. When number of paths increaded to 16, inter-symbol interference
diminishes diversity gain.
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Figure 3.6: BER performance for DBPSK in multipath Rayleigh fading channel
for K = 64

In Fig. 3.7, we investigate impact of number of paths on the BER perfor-
mance on the non-OFDM receiver with DQPSK modulation. We compare BER
for L = 2, 4, 8 and 16 paths and the spreading factor K = 64. We observed the
same behaviour for DQPSK as for DBPSK in fig. 3.6.
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Figure 3.7: BER performance for DQPSK in multipath Rayleigh fading channel
for K = 64

In Fig. 3.8, we investigate the BER comparison for DBPSK and DQPSK
modulation on non-OFDM receiver. For L = 2 and 4 DBPSK exhibits good BER
performance as compared to DQPSK modulation. The main reason DBPSK
shows good performance is that each symbol has one bit spreaded across the
dynamic chaotic code under unit energy. Each symbol in DQPSK has two
bits that are spread out using the dynamic chaotic code. The difference in
BER performance between DBPSK and DQPSK modulation is determined by
the number of bits in each transmitted symbol per unit of energy.

In Fig. 3.9, we investigate the BER comparison for DBPSK and DQPSK
modulation on non-OFDM receiver. For L = 8 and 16 gives the same be-
haviour as above in fig. 3.8.
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Figure 3.8: BER performance comparison of DQPSK and DBPSK in multipath
Rayleigh fading channel for two and four paths
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Figure 3.9: BER performance comparison of DQPSK and DBPSK in multipath
Rayleigh fading channel for eight and sixteen paths
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In Fig. 3.10, we investigate impact of number of paths on the BER perfor-
mance on the non-OFDM receiver with DBPSK modulation for K = 32. We
compare BER for L = 2, 4, 8 and 16 paths for the spreading factor K = 32. By
decreasing the spreading length for large number of paths BER perfromance
is degraded because Inter-symbol interference becomes prominent due to de-
crease in spreading length which impact the BER performance.
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Figure 3.10: BER performance for DBPSK in multipath Rayleigh fading chan-
nel for K = 32

In Fig. 3.11, we investigate impact of number of paths on the BER perfor-
mance on the non-OFDM receiver with DQPSK modulation. We compare BER
for L = 2, 4, 8 and 16 paths and the spreading factor K = 32. We observed the
same behaviour for DQPSK as for DBPSK in fig. 3.10.
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Figure 3.11: BER performance for DQPSK in multipath Rayleigh fading chan-
nel for K = 32

3.2.3 OFDM Transmission results

For OFDM transmission, we present BER performance of proposed model over
the multipath Rayleigh fading channel. DBPSK and DQPSK modulation tech-
niques are used to evaluate the BER performance.

In Fig. 3.12, we investigate impact of number of paths on the BER perfor-
mance on the OFDM receiver with DBPSK modulation. We calculated the BER
for paths L = 2, 4, 8, 16 and the spreading factor is K = 64 in a multipath
Rayleigh fading channel. The performance of the BER for the proposed ap-
proach improves as the number of paths increases. OFDM completely removes
the inter-symbol interference from the signal. The increase in numbers of paths
in OFDM increases the BER performance due to higher diversity gain.
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Figure 3.12: BER performance for DBPSK using OFDM in multipath Rayleigh
fading channel for K = 64

In Fig. 3.13, we investigate impact of number of paths on the BER perfor-
mance on the OFDM receiver with DQPSK modulation. We calculated the
BER for paths L = 2, 4, 8, 16 and the spreading factor is K = 64 in a multipath
Rayleigh fading channel. We observed the same behaviour as in fig. 3.12 for
DBPSK.
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Figure 3.13: BER performance for DQPSK using OFDM in multipath Rayleigh
fading channel for K = 64

In Fig. 3.14, we investigate the BER comparison for DBPSK and DQPSK
modulation on OFDM receiver. For L = 2 and 4 DBPSK exhibits good BER
performance as compared to DQPSK modulation. In DBPSK one information
symbol cantain only one bit per unit energy for transmission. In DQPSK one
information symbol contains two bits per unit energy for transmission. Due
to energy difference between bits, DBPSK exhibits good BER performance as
compared to DQPSK.
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Figure 3.14: BER performance comparison of DQPSK and DBPSK Using
OFDM in multipath Rayleigh fading channel for two and four paths

In Fig. 3.15, we investigate the BER comparison for DBPSK and DQPSK
modulation on OFDM receiver for L = 8 and 16. These paths gives the same
behaviour as in fig. 3.14
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Figure 3.15: BER performance comparison of DQPSK and DBPSK using OFDM
in multipath Rayleigh fading channel for eight and sixteen paths

In Fig. 3.16, we investigate impact of number of paths on the BER perfor-
mance on the OFDM receiver with DBPSK modulation. We calculated the BER
for paths L = 2, 4, 8, 16 and the spreading factor is K = 32 in a multipath
Rayleigh fading channel. We observed the same behaviour as in fig. 3.12.

In Fig. 3.17, we investigate impact of number of paths on the BER perfor-
mance on the OFDM receiver with DQPSK modulation for K = 32. We calcu-
lated the BER for paths L = 2, 4, 8, and16. We observed the same behaviour as
in fig. 3.16 for Rayleigh fading channel.
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Figure 3.16: BER performance for DBPSK using OFDM in multipath Rayleigh
fading channel for K = 32
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Figure 3.17: BER performance for DQPSK using OFDM in multipath Rayleigh
fading channel for K = 32
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3.2.4 Impact of spreading factor on BER performance

We compared the BER performance of proposed model by changing the spread-
ing factor for both OFDM and non-OFDM transceiver over the multipath Rayleigh
fading channel. We investigated the impact of spreading factor on BER perfor-
mance for DBPSK and DQPSK modulation techniques.

In Fig. 3.18, we investigate impact of spreading factor on the BER perfor-
mance for non-OFDM receiver with DBPSK modulation. We calculated the
BER for paths L = 2, 4, 8, and 16 for spreading factor K = 32 and 64 and com-
pare the results in a multipath Rayleigh fading channel. The performance of
BER in Fig. 3.18 is the same for L = 2 and 4 for spreading factor K = 32 and 64,
and the change in spreading length has no effect on the BER performance. For
L = 8 and 16, the BER performance is poor for K = 32 due to increased resid-
ual interference, and the correlation of the transmitted signal will also increase
due to a decrease in the spreading length of the chaotic spreading code.
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Figure 3.18: BER performance for DBPSK using non-OFDM transceiver in mul-
tipath Rayleigh fading channel for K = 32 and 64
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In Fig. 3.19, we investigate impact of spreading factor on the BER perfor-
mance for OFDM receiver with DBPSK modulation. We calculated the BER
for paths L = 2, 4, 8, and 16 for spreading factor K = 32 and 64 and compare
the results in a multipath Rayleigh fading channel. In OFDM transceiver, by
decreasing the spreading length the BER performance for K = 32 is sligthly
better than K = 64 for all number of paths.
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Figure 3.19: BER performance for DBPSK using OFDM transceiver in multi-
path Rayleigh fading channel for K = 32 and 64

3.2.5 Comparison of OFDM and non-OFDM Transceivers

We compared the performance of OFDM and non-OFDM transceivers in mul-
tipath Rayleigh fading channel. Chaos-based non-OFDM transceivers gives
better performance up to a certain number of paths as compared to chaos-
based OFDM transceivers. In OFDM transimission, BER improved by the
increase in number of paths without any performance degradation. In non-
OFDM transmission method at the receiver end, we performed a correlation
of the received signal and the reference signal. In OFDM transmission at the
receiver end, OFDM demodulater is used to demodulate information.
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In Fig. 3.20, we compare the results of OFDM and non-OFDM receiver for
spreading factor K = 64 with DBPSK modulation. For non-OFDM transceiver,
the BER performance is better than OFDM transceiver because non-OFDM re-
ceiver is optimal and OFDM receiver is suboptimal.
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Figure 3.20: BER performance comparison of OFDM and non-OFDM
transceiver for DBPSK in multipath Rayleigh fading channel for K = 64

In Fig. 3.21, we compare the results of OFDM and non-OFDM receiver for
spreading factor K = 32 with DBPSK modulation. We observed that the BER
performance for L = 2, 4, and 8 is better for non-OFDM transceiver and for
L = 16 the performance of both OFDM and non-OFDM transceiver is same.
So for small number of paths the BER performance for non-OFDM transceiver
is better than OFDM transceiver.
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Figure 3.21: BER performance comparison of OFDM and non-OFDM
transceiver for DBPSK in multipath Rayleigh fading channel for K = 32

3.3 Summary

In this chapter, we discussed the proposed system model used for the physical
layer security. For PLS, we used a chaos-based non-OFDM transmission model
and chaos-based OFDM transmission model. We discussed these two models
in details. Other section of this chapter contains simulation results. In simu-
lation results, we calculated the BER for non-OFDM transmission and OFDM
transmission across the multipath Rayleigh fading channel. We calculated the
BER of DBSPK and DQPSK for both propsoed methods.
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Chapter 4

Conclusion and Future Work

In the proposed work, for physical layer security, we used the chaotic map
to generate the spreading sequence and the encoded information is spreaded
with baseband chaotic sequence. For signal transmission, we employed two
alternative techniques. First, a non-OFDM baseband signal is transmitted, and
the data is decoded in a multipath environment using a rake receiver. In the
second, the OFDM baseband waveform is broadcast and the OFDM demodu-
lator is used to decode the data after it has been sent across a Rayleigh fading
channel. The performance of both methods is evaluated in terms of bit er-
ror rate (BER) in the proposed study. The BER performance for non-OFDM
is improved by the Rake receiver’s removal of the ISI from received signals
for several pathways and the combination of these paths signals for decoding.
OFDM is used to reduce the ISI from signals in order to enhance the BER per-
formance during OFDM waveform transmission. The followings are possible
future extensions of this work.

• In this work, logistic map is generated using floating point approach,
which has high precision. Chaotic maps have short period with finite
precision, which results in poor security due to periodicity. Behavior of
the proposed method should be investigated with finite precion as future
work.

• Performance evaluation of the proposed transceivers with different chaotic
maps.
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• Implementation of the proposed methods on software define radio (SDR)
to evaluate the performance gap between simulation and actual impe-
mentation.
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