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Abstract

In this work, we explore the Gradingshard Protocol and present an innova-
tive approach aimed at overcoming the throughput limitations of blockchain
technology. With blockchain’s rapid growth, the transaction throughput is
of a critical concern for widespread adoption. The Gradingshard Protocol
introduces a sharding mechanism that partitions the network into smaller
subsets called shards, distributing the transaction load across independent
sub-networks. This thesis provides a comprehensive overview of existing
scalability challenges and traditional solutions, paving the way for Grading-
shard’s introduction. The protocol’s architecture, consensus mechanism, and
security aspects are thoroughly analyzed. Simulation experiments demon-
strate the potential to significantly increase transaction processing capacity,
making it an attractive solution for real-world applications. We show that
Gradingshard is a promising avenue for enhancing blockchain transactions
throughput and scalability.
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Chapter 1

Introduction

Blockchain technology is recognized for its use of nodes, which are computers
connected to the network, responsible for maintaining and validating the
distributed ledger system. Every transaction is organized into a “block”, and
subsequently, these blocks are interconnected in a chronological sequence,
forming an immutable chain [1]. This structure ensures the security and
integrity of the data stored in the blockchain.

One of the key features of blockchain technology is its decentralization,
meaning no central authority or intermediary is controlling the system [See
Figure 1]. Instead, consensus mechanisms are used to validate transactions
and reach an agreement on the state of the ledger across the network. This
decentralization ensures transparency and reduces the risk of single points of
failure or malicious attacks.

Blockchain is most famously associated with cryptocurrencies, such as
Bitcoin [2] and Ethereum [3]. In these networks, transactions are validated
by “miners” or “validators” through processes like Proof-of-Work (PoW) [4]
or Proof-of-Stake (PoS) [5]. Once a transaction is confirmed, it is added to
the blockchain, making it permanent and tamper-proof.

Beyond cryptocurrencies, blockchain technology has broader applications.
It is increasingly being used in various industries to provide transparency,
security, and efficiency. Some of the notable applications include supply chain
management [6], healthcare [7] [8], voting systems [9], smart contracts [10],
and decentralized finance (DeFi) [11] [12].

Blockchain technology offers numerous advantages, such as increased se-
curity through encryption and immutability, reduced transaction costs by
eliminating intermediaries, and improved transparency due to public visibil-
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Figure 1.1: Blockchain

ity of the ledger. However, challenges remain, including scalability, energy
consumption, regulatory concerns, and interoperability with existing sys-
tems.

Overall, blockchain technology represents a significant shift in the way
data is stored, shared, and managed. Its potential to disrupt various indus-
tries and improve existing systems makes it a compelling area of research and
development. As the technology continues to evolve, its impact on society is
likely to grow, shaping the future of digital interactions and transactions.

1.1 History of Blockchain

The history of blockchain technology can be traced back to the early 1990s,
but it gained significant prominence with the introduction of Bitcoin in 2008
[13]. Here is a brief overview of the key milestones in the history of blockchain:

1.1.1 Predecessors to Blockchain (1991 - 2008)

The foundational concepts of blockchain can be traced back to the early
1990s when researchers Stuart Haber and W. Scott Stornetta proposed a
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cryptographically secured chain of blocks to timestamp digital documents,
ensuring their immutability and preventing backdating. However, their work
did not lead to the development of a practical system at that time.

1.1.2 Bitcoin Whitepaper (2008)

In October 2008, an anonymous person or group using the pseudonym Satoshi
Nakamoto published the Bitcoin whitepaper titled “Bitcoin: A Peer-to-Peer
Electronic Cash System” [14]. This groundbreaking paper introduced the
concept of a decentralized, peer-to-peer electronic cash system that leveraged
blockchain technology to achieve consensus without relying on centralized
intermediaries.

1.1.3 Bitcoin’s Genesis Block (2009)

On January 3, 2009, Nakamoto mined the first block of the Bitcoin blockchain,
known as the “genesis block” [15] or “block 0”. This marked the official
launch of the Bitcoin network, and the blockchain began recording the first
transactions.

1.1.4 Growth of Bitcoin (2009 - 2013)

Bitcoin gradually gained popularity within the cypherpunk and cryptogra-
phy communities. Early adopters and enthusiasts began mining and using
Bitcoin for transactions. In May 2010, the first real-world Bitcoin transac-
tion occurred when Laszlo Hanyecz famously purchased two pizzas for 10,000
BTC. The price of Bitcoin remained relatively low during this period.

1.1.5 Introduction of Altcoins (2011 - 2013)

As the interest in blockchain and cryptocurrencies grew, developers started
creating alternative cryptocurrencies, often referred to as “altcoins”. Lite-
coin, a peer-to-peer cryptocurrency that aimed to improve upon Bitcoin’s
shortcomings, was introduced in October 2011, becoming one of the first
successful altcoins.
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1.1.6 Ethereum and Smart Contracts (2015)

Ethereum, proposed by Vitalik Buterin in late 2013 and developed by a team
of developers, was launched in July 2015. Ethereum introduced the concept of
“smart contracts”, enabling programmable, self-executing contracts without
the need for intermediaries [16]. This innovation opened up a wide range of
decentralized applications (dApps) beyond simple peer-to-peer transactions.

1.1.7 Blockchain Applications (2016 - Present)

Blockchain technology expanded beyond cryptocurrencies, with various in-
dustries exploring its potential. Companies and organizations began explor-
ing blockchain for supply chain management, identity verification, voting
systems, decentralized finance (DeFi), and more. Additionally, blockchain
consortia and partnerships formed to develop enterprise-grade blockchain so-
lutions.

1.1.8 Research and Development (Ongoing)

The blockchain space continues to see active research and development ef-
forts. Projects are focused on scalability solutions, interoperability between
blockchains, privacy enhancements, and the integration of blockchain tech-
nology with emerging technologies like the Internet of Things (IoT) and ar-
tificial intelligence (AI).

1.2 Types of Blockchain Technology

The major types of blockchain technology can be categorized based on their
underlying consensus mechanisms, permission levels, and use cases. Here are
the main types:

1.2.1 Public Blockchain

Public blockchains are open and permissionless networks accessible to any-
one. They allow anyone to participate as nodes, mine (for PoW-based
blockchains), and submit transactions without needing approval. Public
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blockchains prioritize decentralization and transparency, making them suit-
able for cryptocurrencies and open-source projects. Examples include Bitcoin
and Ethereum.

1.2.2 Private Blockchain

Private blockchains, also known as permissioned blockchains, restrict access
and participation to authorized entities. Permission to join the network
is granted by an entity controlling the blockchain, often for businesses or
consortiums. Private blockchains offer enhanced privacy and are typically
used for enterprise applications where data access needs to be restricted.
They are more suitable for cases where trust between participants is already
established.

1.2.3 Consortium Blockchain

Consortium blockchains are a hybrid model that combines features of both
public and private blockchains. They are controlled by a group of pre-
approved entities, such as businesses or organizations, forming a consortium.
While participation is restricted, the consensus mechanism may vary between
public and private models. Consortium blockchains are suitable for use cases
that require both decentralization and restricted access.

1.3 Background

Blockchain technology has emerged as a groundbreaking innovation, revolu-
tionizing various industries by offering decentralized, secure, and transparent
solutions. Its immutable and distributed ledger system has the potential to
transform financial transactions, supply chain management, healthcare, and
other sectors. However, as the adoption of blockchain technology contin-
ues to grow, significant challenges related to scalability and throughput have
emerged.

Scalability refers to a blockchain network’s ability to handle an increasing
number of transactions and users without compromising its performance.
Blockchain’s inherent design, where every participant maintains a copy of the
entire ledger, can lead to bottlenecks as the network scales. This results in
limited throughput, impacting the number of transactions that the network
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can process per second. As more users and applications onboard, the need
for a scalable solution becomes imperative for the widespread adoption of
blockchain technology.

1.4 Problem Statement

The primary challenge addressed in this research is the limitation of through-
put in blockchain networks. As blockchain applications continue to expand,
the existing solutions, such as increasing block sizes or employing off-chain
scaling techniques, have shown limitations and trade-offs in maintaining de-
centralization and security. Therefore, there is a need to explore innovative
approaches that can enhance blockchain throughput while preserving the core
principles of decentralization, security, and transparency.

1.5 Motivation

The motivation for this thesis, “Exploring Gradingshard Protocol [17] for
Enhancing Throughput in Blockchain Technology,” stems from the growing
need for scalable and efficient blockchain solutions. As blockchain technol-
ogy gains widespread adoption across various industries, it faces inherent
limitations concerning throughput and scalability. These limitations hinder
blockchain’s ability to handle a high volume of transactions, resulting in
slower processing times and higher fees.

The Gradingshard Protocol has emerged as a promising solution to ad-
dress these challenges. By employing sharding, the protocol aims to paral-
lelize transaction processing, thereby enhancing blockchain throughput and
reducing transaction latency. However, despite its potential, the Grading-
shard Protocol is still relatively new, and its effectiveness under different
network conditions needs comprehensive exploration.

This thesis seeks to provide a thorough investigation into the Grading-
shard Protocol’s capabilities and limitations, aiming to contribute to the
broader understanding of sharding-based solutions in blockchain technology.
By conducting an in-depth analysis, simulation experiments, and security
evaluation, the research aims to shed light on how the Gradingshard Pro-
tocol can positively impact blockchain throughput and transaction speeds
while ensuring network security and decentralization.
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The findings of this thesis are expected to provide valuable insights to
blockchain developers, researchers, and industry practitioners. The results
can inform the development of more scalable and efficient blockchain pro-
tocols, fostering innovation and growth in the blockchain ecosystem. Ad-
ditionally, the research aims to help decision-makers in various industries
make informed choices when considering the implementation of blockchain
technology, especially in use cases that demand high throughput and quick
transaction processing.

Ultimately, the motivation behind this thesis lies in contributing to the
advancement of blockchain technology, making it a more viable solution for
real-world applications, and unlocking its potential to revolutionize industries
by enhancing efficiency, security, and overall user experience. Through a com-
prehensive exploration of the Gradingshard Protocol, this research endeavors
to pave the way for a more scalable, inclusive, and sustainable blockchain fu-
ture.

1.6 Research Objectives

The research objectives encompass understanding existing challenges in block-
chain scalability and throughput limitations, analyzing conventional solu-
tions for enhancing blockchain throughput and identifying their shortcom-
ings, exploring the Gradingshard Protocol as an alternative approach to im-
proving blockchain throughput through sharding, evaluating the protocol’s
performance in terms of throughput and latency under various network con-
ditions, examining its security implications and proposing mitigation strate-
gies against potential vulnerabilities, investigating the economic aspects of
the Gradingshard Protocol, including incentives and governance mechanisms,
and identifying practical implementation challenges and potential future de-
velopments of the protocol.

1.7 Approach

The approach for this research involves utilizing Python as the primary cod-
ing language to implement and evaluate the sharding method in blockchain
technology. Python offers a powerful and versatile environment, making it
well-suited for developing blockchain systems and conducting simulations.
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The research will focus on implementing the sharding technique, where the
blockchain network will be partitioned into smaller shards to facilitate par-
allel processing of transactions. Through Python coding, the sharding algo-
rithm will be integrated into the blockchain’s consensus mechanism, enabling
the distribution of workload and enhancing overall throughput. Extensive
simulations will be conducted to measure the performance of the sharded
blockchain, comparing it with traditional non-sharded approaches. The eval-
uation will focus on key metrics such as transaction processing speed, scal-
ability, and network security. The results obtained from the Python-based
implementation and evaluation will contribute to a deeper understanding of
the impact of sharding on blockchain performance, thus guiding the devel-
opment of more efficient and scalable blockchain solutions.

1.8 Thesis Structure

The structure of the thesis is as follows:
Chapter 1, provides an introduction to the Blockchain, presenting the

history of blockchain, types of blockchain, background, problem statement,
motivation, research objectives, approach, and thesis organization.

Chapter 2, conducts a comprehensive literature review on scalability and
throughput, existing throughput solutions, and related studies on sharding
in blockchain.

Chapter 3, goes through to the Gradingshard Protocol, network sharding,
covering Verifiable Random Function - Proof of Stake (VRF POS) algorithm,
explanation of nodes, implementation of network sharding approach, security
evaluation, and evaluation of network sharding efficiency.

Chapter 4, covers transaction sharding, foundational framework, simula-
tion setup, transaction sharding algorithm, comprehensive blockchain archi-
tecture, security evaluation of transaction sharding, and transaction through-
put.

Chapter 5, presents the implementation of the Gradingshard Protocol in
Python, followed by a performance evaluation through throughput, and will
show the results through Python programming according to the data.

In Chapter 6, we conclude this thesis by addressing the throughput prob-
lems in blockchain technology and proposing the Gradingshard protocol as
a solution. Through rigorous analysis and experimentation, we demonstrate
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the protocol’s effectiveness in enhancing transaction throughput and revolu-
tionizing blockchain scalability and efficiency.

Chapter 7 The final chapter explores into future directions and possible
enhancements to the Gradingshard protocol. It identifies areas of improve-
ment to further enhance transaction throughput and scalability. The chapter
concludes with an outlook on the potential impact of the proposed sharding
protocol in advancing blockchain technology.

By organizing the thesis in this manner, readers can gain a thorough
understanding of the challenges posed by low transaction throughput in con-
ventional blockchains, the proposed Gradingshard protocol, and the exper-
imental evaluation. Furthermore, the future work section provides insights
into the ongoing research and possibilities for further advancements in shard-
ing technology.
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Chapter 2

Literature Review

2.1 Scalability and Throughput Limitations

Blockchain scalability and throughput limitations are significant challenges
that hinder the widespread adoption and practical implementation of block-
chain technology in various industries. These limitations arise due to the
inherent design and architecture of traditional blockchain networks, such
as Bitcoin and Ethereum [18], which operates on a linear and sequential
transaction processing system.

2.1.1 Scalability

Scalability refers to a blockchain network’s ability to handle an increas-
ing number of transactions without compromising its performance. Tradi-
tional blockchains have a limited capacity to process transactions per second
(TPS) [19], leading to network congestion during peak times. As the num-
ber of participants and transactions grows, the blockchain faces challenges
in maintaining quick confirmation times and low transaction fees [20]. The
scalability issue becomes more pronounced as the network reaches its capac-
ity, impacting the user experience and hindering the adoption of blockchain
for large-scale applications.

2.1.2 Throughput Limitations

Throughput is the rate at which a blockchain can process transactions within
a given time frame. Traditional blockchain networks face throughput limita-
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tions due to their consensus mechanisms, such as PoW or PoS [19]. These
approaches necessitate extensive computational resources or restrict the num-
ber of validators, resulting in limited transaction processing speed [21]. As a
consequence, transaction times are prolonged, leading to delays in confirma-
tion and settlement, particularly during periods of high network activity.

2.1.3 Network Congestion

When blockchain networks experience a surge in transaction activity, they
can become congested [22], leading to slower transaction processing and
higher fees. As more transactions compete for inclusion in the limited block
space, users may need to offer higher transaction fees to prioritize their trans-
actions, resulting in an inefficient and expensive user experience.

2.1.4 Energy Consumption

Some consensus mechanisms, such as PoW, require significant computational
power and energy consumption for validating transactions and creating new
blocks [23]. The energy-intensive nature of these mechanisms contributes to
environmental concerns and hinders the scalability of public blockchains.

2.2 Existing solutions

Several existing solutions [24] [25] [26] [27] [28] [29] have been proposed and
implemented to enhance blockchain technology and address its scalability,
throughput, and other limitations. These solutions aim to enhance the per-
formance, efficiency, and usability of blockchain networks. Some of the key
existing solutions include:

2.2.1 Sharding

Sharding is a technique that involves dividing a blockchain network into
smaller, manageable subsets called shards [30]. Each shard can process
transactions independently, allowing for parallel transaction processing and
increasing overall throughput. Sharding [31] helps mitigate the scalability
issues faced by traditional blockchains and improves transaction speeds.
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2.2.2 Layer-2 Scaling Solutions

Layer-2 scaling solutions are protocols built on top of existing blockchains
to offload some of the transaction processing to secondary layers. Exam-
ples include the Lightning Network for Bitcoin and the Raiden Network for
Ethereum [32]. These solutions [33] [28] [29] enable faster and cheaper trans-
actions by reducing the burden on the main blockchain.

2.2.3 Off-Chain Transactions

Off-chain transactions involve moving some transactions off the main blockcha-
in to be processed privately between parties. Once the off-chain transactions
are completed, the final result is recorded on the main blockchain, reducing
congestion and improving throughput [22].

2.2.4 Consensus Mechanism Optimization

Existing blockchains often use energy-intensive consensus mechanisms like
PoW. Transitioning to more efficient consensus mechanisms like PoS reduces
energy consumption, improves scalability, and allows for faster block valida-
tion [21].

2.2.5 Sidechains

Sidechains are separate blockchains that are interoperable with the main
blockchain [34]. They enable the execution of specific functions or smart
contracts off the main chain, which can improve overall network performance
and scalability [35].

2.2.6 Parallel Processing

Some blockchain networks are exploring techniques that enable parallel pro-
cessing of transactions, allowing multiple transactions to be validated simul-
taneously, leading to improved throughput [36].

These existing solutions [24] [25] [26] [27] [28] [29] demonstrate ongoing
efforts to enhance blockchain technology and make it more adaptable to
real-world use cases. Each solution addresses specific challenges, and their
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combination or further developments may pave the way for a more scalable,
efficient, and versatile blockchain ecosystem.

2.3 Related Work

In recent times, scholars and experts have introduced the concept of sharding
as a protocol to enhance the capabilities of blockchain technology. Sharding
has emerged as a potential solution to address the scalability limitations
faced by traditional blockchain networks [37]. This innovative approach
aims to improve transaction processing speeds, reduce confirmation times,
and increase the overall capacity of blockchain systems. By dividing the
network into smaller, manageable subsets called shards, sharding enables
parallel transaction processing, significantly boosting the network’s through-
put [30]. Through this novel protocol, researchers seek to revolutionize the
blockchain landscape and unlock new possibilities for real-world applications
of this transformative technology.

Omniledger [25] introduces a sharding approach that combines PoW and
a Byzantine fault tolerant (BFT) hybrid consensus protocol. The blockchain
network is comprised of an identity chain and multiple shard sub-chains.
Validators are distributed in a decentralized manner across these shard sub-
chains, and they achieve consensus via an efficient cross-shard protocol. By
leveraging this innovative combination, Omniledger achieves a significant
throughput of 1674 transactions per second (TPS) with just four shards.
Monoxide [26] has put forward a concept called consolidated mining, which
involves sharing mining computing power across different segments. Nonethe-
less, a valid concern arises regarding the possibility of power concentration
among nodes equipped with professional mining facilities in this approach.
Ethereum 2.0 [27] introduces the Shasper sharding protocol, which aims
to enhance scalability by dividing the network into smaller shards. These
shards are agreed upon by the continuously updated verifiers, each of whom
is responsible for storing and validating transactions within specific shards.
However, this approach comes with some challenges. Verifiers are required to
store data from multiple shards, resulting in increased storage requirements
and communication overhead.

RapidChain [28] is an innovative public blockchain protocol that adopts
sharding to address scalability and security concerns. Unlike previous shardin-
g-based protocols, RapidChain is resilient to Byzantine faults, meaning it can
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tolerate up to a 1/3 fraction of participants acting maliciously. It accom-
plishes full sharding of communication, computation, and storage overhead
without requiring any trusted setup. Through the use of optimal consen-
sus algorithms, efficient block pipelining, and cross-shard verification tech-
niques, RapidChain demonstrates impressive performance, processing over
7,300 transactions per second with a confirmation delay of just 8.7 seconds in
a network of 4,000 nodes. The protocol’s high robustness and scalability are
substantiated by thorough empirical evaluations, positioning RapidChain as
a promising solution for secure and scalable large-scale blockchain networks.

In Elastico [29], shard transactions are validated using a global ledger, but
the protocol lacks a security mechanism to guarantee the atomicity of cross-
shard verification. This means that if a cross-shard transaction is declined for
any reason, it may result in a deadlock situation where further progress be-
comes impossible. Such a deadlock scenario could lead to potential financial
losses for participants involved in the transaction. In essence, the absence of
a robust atomicity guarantee in the cross-shard verification process poses a
significant risk to the stability and reliability of the blockchain network.

Chainspace [38] introduces a sharding mechanism specifically tailored for
smart contracts. However, this implementation comes with a drawback - the
achieved throughput is lower than 400 transactions per second (TPS).

A PoS-based scalable blockchain protocol that addresses the scalability
challenge. The protocol utilizes a PoS consensus mechanism and a shard-
ing protocol [39]. In place of processing transactions across the entire net-
work, transactions are segmented into transaction shards, while the network
is divided into network shards. These network shards concurrently process
transaction shards, creating intermediate blocks that are merged to form
the ultimate block with a recorded timestamp on the blockchain. Through
experiments on a simulated network of 100 Amazon EC2 instances, the pro-
tocol exhibited an average latency of around 27 seconds and a maximum
throughput of 36 transactions per second for a 100-node network. The out-
comes demonstrate that the proposed protocol’s throughput scales with the
network size, confirming its potential for scalability.

StakeCube [40] introduces a sharding approach that relies on the PoS pro-
tocol and adopts a hypercube-distributed hash table routing node for shard-
ing strategies. The sharding method in StakeCube is determined based on
routing distance calculations. However, a limitation of StakeCube’s sharding
method is that it does not protect against simultaneous attacks from mali-
cious nodes targeting a shard. This vulnerability could potentially compro-
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mise the security and integrity of the shard, affecting the overall robustness
of the blockchain network. As a result, ensuring robust defense mechanisms
against coordinated attacks remains an essential consideration in evaluat-
ing the effectiveness of StakeCube’s sharding approach. Lee et al. [41] pre-
sented a sharding technique utilizing the PoS protocol, featuring fair and
dynamic sharding management. In contrast to the three PoS-based sharding
methods discussed earlier, Lee et al.’s approach avoids complete reliance on
random sharding, thereby reducing the predictability of potential shard at-
tacks. However, the concern arises that if an attack targets a shard, it could
compromise the overall security of the whole blockchain network. Therefore,
ensuring robust defense mechanisms against potential attacks is essential to
maintain the security and integrity of the blockchain in the context of Lee
et al.’s suggested PoS sharding method. Jiang et al. [42] introduced a rep-
utation evaluation model to reduce the risk of malicious nodes obtaining
master node status. While this model achieves an impressive throughput of
5,000 TPS with 3 shards, it also results in increased network overhead. How-
ever, it is essential to consider that with the growing number of shards, the
protocol’s throughput growth shows signs of diminishing, implying potential
scalability limitations. As a consequence, while the reputation evaluation
model successfully addresses security concerns, further investigation is nec-
essary to assess its long-term scalability and overall network performance
when operating with a larger number of shards.

In addition to the sharding systems mentioned earlier, other sharding im-
plementations rely on different consensus protocols. BlockTree [43] presents a
novel strategy for achieving a secure, scalable, and distributed ledger through
the implementation of sharding. Although it introduces a distinct consensus
protocol, it also alters the interconnections between blocks in the chain and
schema, potentially leading to increased complexity in tracing transactions.
Despite its benefits in terms of security and scalability, this reconstruction
of connections introduces challenges for transaction traceability and audit-
ing. Evaluating the trade-offs between security and traceability is crucial
when considering the implementation of BlockTree as a blockchain solution.
MedShard [44] employs a Proof of Authority (PoA) consensus mechanism
to achieve consensus among shards, thus alleviating the complexities associ-
ated with cross-shard communication. In contrast, its adaptability is limited
as the shards are determined by the entities the patient has visited previ-
ously. Despite the efforts made to address the throughput problem, each
approach has its inherent limitations. In response to this, we introduce an
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innovative sharding approach known as GradingShard, aiming to overcome
the drawbacks of previous approaches and offer an innovative solution to the
scalability and throughput challenges in blockchain technology.

GradingShard [17] introduces a comprehensive sharding approach com-
prising network sharding and transaction sharding. Network sharding divides
the blockchain network into multiple subnetworks, enabling parallel process-
ing of transactions within each subnetwork. On the other hand, transac-
tion sharding categorizes and distributes transactions across various network
shards. This unique combination of sharding mechanisms enhances both
the security and throughput of the blockchain significantly. Empirical test-
ing demonstrates that the GradingShard protocol can process an impressive
500,000 transactions in just 5 seconds, showcasing its potential to signifi-
cantly improve the performance and efficiency of blockchain networks.
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Chapter 3

The Gradingshard Protocol

3.1 Introduction

The Gradingshard Protocol is a novel approach to enhancing blockchain
throug-hput through the implementation of sharding. It aims to address
the scalability limitations faced by traditional blockchains by partitioning
the network into smaller, manageable subsets known as shards. Each shard
operates independently, handling a portion of the total transactions, and col-
lectively, the shards form the complete blockchain. The protocol is designed
to achieve higher transaction processing speeds, reduced confirmation times,
and increased overall network capacity.

3.2 Network Sharding

In this section, we present the fundamental concept of network sharding and
its importance in ensuring the security and performance of blockchain net-
works. As blockchain networks grow, the presence of malicious nodes poses a
significant threat to the overall integrity of the system. If a significant num-
ber of malicious nodes manipulate a shard, it could fail the entire blockchain.
In order to address this security concern, we propose a novel approach called
the random, sharding strategy, aimed at reducing the likelihood of malicious
node attacks on the network.

The network sharding process involves dividing the blockchain network
into several subnetworks, known as shards. Each shard is responsible for pro-
cessing specific subsets of blockchain transactions. By doing so, we achieve
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Figure 3.1: The GradingShard model, comprising four shards with individual
identifiers. Each shard contains a leader node, a first-level node, and multiple
second-level nodes.

parallel processing of transactions, which can significantly enhance the overall
throughput and scalability of the blockchain.

Fig 3.1 illustrates the network sharding model employed in GradingShard.
The model comprises four distinct shards, with each shard featuring a single
first-level node and numerous second-level nodes. Notably, the sole node
representing the entire blockchain network is known as the leader node. In the
forthcoming sections, we will delve into the significance and functionality of
these nodes, providing a comprehensive explanation of their roles within the
GradingShard protocol. By explaining the characteristics and interactions of
these nodes, we aim to offer a clear understanding of the inner workings of
the GradingShard network sharding model and its contribution to enhancing
blockchain throughput and scalability.
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3.3 VRF POS Algorithm

The Verifiable Random Function - Proof of Stake (VRF POS) algorithm is
a cryptographic protocol used in blockchain networks to achieve secure and
random leader selection in a PoS consensus mechanism. It allows for the
deterministic selection of a block proposer (leader) for a given block in a
PoS-based blockchain, ensuring fairness and preventing manipulation.

The VRF POS algorithm utilizes a Verifiable Random Function (VRF),
which is a cryptographic primitive that takes a secret key and an input as
parameters and produces a random output, known as a proof. This proof
can be publicly verified to ensure its validity and authenticity.

In the context of PoS consensus, the VRF POS algorithm ensures that
each node in the network can participate in the block proposal process based
on its stake (the amount of cryptocurrency it holds and is willing to “stake”
as collateral). Nodes with a higher stake have a greater chance of being
selected as the leader to propose the next block.

The process of leader selection using VRF POS involves the following
steps:

1. Key Generation

Each node generates a secret key and corresponding public key for the
VRF.

2. VRF Output Computation

The nodes use their secret keys and a unique identifier for the block to
compute the VRF output, which includes the random proof.

3. Broadcasting VRF Outputs

The nodes then broadcast their VRF outputs to the network.

4. Verification of VRF Outputs

Other nodes can verify the validity of the VRF outputs using the public
keys and the unique identifier. This ensures that the leader selection
process is transparent and verifiable.

5. Leader Selection

The node with the highest VRF output (based on the proof) is selected
as the leader to propose the next block.
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By utilizing the VRF POS algorithm, blockchain networks can achieve
a fair and secure leader selection process in a PoS-based consensus mecha-
nism, providing a robust and efficient approach to achieving consensus and
validating transactions on the blockchain.

3.4 Gradingshard Nodes

Participants in the network sharding and consensus process are referred to as
“verifiers”. They consist of three types: leader nodes, first-level nodes, and
second-level nodes, each fulfilling specific roles. Leader nodes are situated
outside any shard, while first-level and second-level nodes act as validators
within their respective shards. The distribution of responsibilities among the
different validators is as follows:

Leader Node: Responsible for verifying the sub-MerkleRoot hash result
and signature provided by each first-level node in the shard. Additionally,
the leader node is in charge of assembling and broadcasting the final block
containing the validated transactions.

First-level Nodes: These nodes are responsible for proposing transactions
and packaging transactions specific to their shard. They calculate and sign
the sub-MerkleRoot hash result and actively participate in the consensus
process to ensure the validity and integrity of transactions within the shard.

Second-level Nodes: These nodes play a crucial role in transmitting trans-
actions across the network. They assist in completing the signature of
the sub-MerkleRoot hash result and are responsible for creating transac-
tion hashes. By performing these tasks, second-level nodes contribute to the
efficient and secure processing of transactions within the sharding protocol.

3.5 Implementation of Network Sharding Ap-

proach

The network sharding implementation involves the utilization of VRF POS
to establish network sharding, while PoS is employed to determine the nodes’
identities. The following steps outline the fundamental process of network
sharding:
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1. System Initialization: Each registered blockchain node in the net-
work generates a pair of public key (pk) and private key (sk).

2. VRF Algorithm for Leader Selection: A random string (S) from
the entire network, such as the height of the previous block, the overall
network synchronization time, or the block hash, is used as input for the
VRF algorithm. Additionally, the node’s private key (sk) is considered
as input for the VRF algorithm. The VRF generates a random number
and maps it to the interval [0, value).

3. Leader Election: The probability of the system initializing the leader
selection process is 1/1000. The node with a random number less than
1 is elected as the leader, responsible for packaging the final blocks.

4. Network Sharding: Assuming network sharding M = 4, each verifier
uses y (a VRF POS result) mod M to obtain a sharding number Si,
where S0, S1, S2, and S3 represent the shards 0, 1, 2, and 3, respectively.
In Si, nodes whose result y divided by the account capital (w) is less
than 1 are classified as first-level nodes, while the rest are considered
second-level nodes.

3.6 Security Evaluation

The security analysis of the GradingShard protocol focuses on the vulnera-
bility introduced by the presence of malicious nodes within network shards.
Specifically, only the first-level nodes in each shard participate in the consen-
sus protocol. If more than 1/3 of the malicious nodes simultaneously become
first-level nodes and reside in a shard, it poses a serious security risk to the
entire blockchain system.

Let the blockchain network consist of n nodes, and among them, j nodes
are malicious. Considering network sharding based on the prefix k of account
addresses, the likelihood of a malicious node breaching a shard follows a
binomial distribution, as given by Equation (1):

P =

(
n

j

)(
1

2k

)j (
1− 1

2k

)n−j

(3.1)

For instance, assuming there are 400 first-level nodes in the blockchain
network, and sharding is performed with k = 1, k = 2, k = 3, and k =
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Figure 3.2: Probability Distribution being Attacked

4, resulting in 2, 4, 8, and 16 shards respectively. The probability of a
malicious node attacking a shard is 0.5, 0.25, 0.125, and 0.0625 respectively,
corresponding to different prefix k values.

Figure 2 illustrates the likelihood of a shard being attacked by malicious
nodes. As the number of shards increases, the probability of malicious nodes
concentrating on a single shard decreases, as malicious nodes follow the bi-
nomial distribution. Consequently, while a few shards may be compromised,
the majority of shards remain secure. During the consensus phase, The
shards affected by malicious nodes are isolated, ensuring the security of the
overall blockchain network. This proactive isolation mechanism safeguards
the integrity and reliability of the network by preventing any potential harm
caused by malicious actors.
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3.7 Evaluation of Network Sharding Efficiency

One of the critical challenges faced by traditional blockchain systems is their
limited throughput scalability. In conventional setups, the throughput of a
blockchain network with n mining nodes is equivalent to that of a network
with 100 * n mining nodes. In order to address this limitation, we propose
an innovative approach based on network sharding. In the proposed scheme,
the entire blockchain network is partitioned into m shards, with each shard
containing n online nodes. Each shard can process tx transactions per unit
of time, and its consensus time overhead is represented by t0, while the time
cost of network sharding is denoted by t1. This research demonstrates that
this new blockchain structure enables M transactions per unit of time, signif-
icantly surpassing the throughput (M1) of traditional blockchain structures

M

M1

= m · t′0
t0 + t1

(3.2)

By analyzing the efficiency of our proposed network sharding mechanism,
we find that t1 ≪ t0, leading to t0 + t1 ≈ t0. Consequently, the consensus
time of n nodes in the blockchain network must be greater than the consensus
time cost of m (n ·m) nodes, indicating that t′0 > t0.

M

M1

> m (3.3)

Our evaluation shows that the overall throughput of the blockchain struc-
ture is determined by the following equations:

M = m · tx

t0+t1
(3.4)

M1 =
tx

t′0
(3.5)

Through the proposed network sharding mechanism, we achieve a sub-
stantial increase in blockchain throughput, offering a minimum of m times
improvement, where m represents the number of network shards. This ad-
vancement in scalability and throughput demonstrates the efficacy of the
presented approach that enhances blockchain technology.
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Chapter 4

Transaction Sharding

4.0.1 Introduction

Transaction sharding plays a pivotal role in enhancing the efficiency of blockc-
hain networks by strategically dividing unconfirmed transactions into dis-
tinct network shards based on predefined rules. The fundamental objective
behind transaction sharding is to enable parallel processing of these transac-
tions within each shard, significantly increasing the overall throughput and
scalability of the blockchain system. By distributing the transaction pro-
cessing workload across multiple shards, the network can efficiently handle a
larger volume of transactions simultaneously, thus reducing bottlenecks and
improving overall transaction processing speed.

The process of transaction sharding involves intelligently assigning trans-
actions to specific shards based on various factors, such as transaction type,
user identity, or geographic location. This allocation ensures that each shard
processes a specific subset of transactions, leading to optimized utilization
of network resources and computational power. Additionally, transaction
sharding minimizes the chances of contention or conflicts among transac-
tions, as each shard operates independently and autonomously.

One of the key advantages of transaction sharding is its potential to al-
leviate the scalability limitations of traditional blockchain networks. As the
number of transactions increases, traditional blockchain systems often experi-
ence congestion, resulting in longer confirmation times and higher transaction
fees. Transaction sharding, on the other hand, offers a scalable solution by
enabling the network to process multiple sets of transactions concurrently, ef-
fectively mitigating congestion and enhancing the system’s overall efficiency.
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Furthermore, transaction sharding promotes improved fault tolerance with-
in the blockchain network. In the event of a failure or malicious attack on
a particular shard, the rest of the network remains unaffected, ensuring that
the entire blockchain system continues to function without disruption. This
resilience is crucial for maintaining the integrity and reliability of blockchain
networks, especially in large-scale and mission-critical applications.

Overall, transaction sharding represents a significant advancement in
blockchain technology, as it addresses the challenges associated with scal-
ability, throughput, and efficiency. By harnessing the power of parallel pro-
cessing and intelligent transaction allocation, transaction sharding empowers
blockchain networks to handle a substantial increase in transaction volume,
opening up new possibilities for real-world applications and further driving
the widespread adoption of blockchain technology.

4.1 The Foundational Framework

This research adopts a specific rule based on the address model for selecting
transaction sharding. The visualization of the transaction sharding process
is illustrated in Fig 4.1, which presents a schematic diagram comprising four
shards. Upon the completion of subMerkleRoot generation in each shard,
the first-level node broadcasts it to the leader node. Subsequently, the leader
node consolidates all subMerkleRoots to construct the final Merkle root hash,
leading to the creation of a new block that is subsequently released to the
broader blockchain network.

If the blockchain network is divided into four shards, the transaction
sharding is depicted in Fig 4.2. The diagram illustrates that based on the
first two binary digits of the account number, all account transactions can
be segregated into four shards, enabling parallel processing of transactions
within the four distinct network shards.

For instance, an account with the first two digits “00” in its binary rep-
resentation is processed by a node assigned to network shard “00”. The
first-level node assigned to network shard “00” consolidates all transactions
submitted by accounts with the first two binary digits “00”, forming a sub-
MerkleRoot hash (hash00). The same process is carried out for the other
shards (hash01, hash10, and hash11). Eventually, each shard’s first-level
node broadcasts the subMerkleRoot hash values, i.e., hash00, hash01, hash10,
and hash11. Subsequently, the leader node, elected by the network shard,
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Figure 4.1: Transaction Sharding Comprising Four Shards
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Figure 4.2: Transaction Sharding Utilizing an Account-based System

packages all the subMerkleRoot hash values to create the final MerkleRoot
hash value.

4.2 Transaction Sharding Algorithm

The Transaction Sharding Algorithm is an algorithmic process used to divide
unconfirmed transactions within a blockchain network into smaller, manage-
able subsets called shards. The goal is to achieve parallel processing of trans-
actions across multiple shards, leading to improved efficiency and scalability
of the blockchain network.

1. Sharding Rule: A specific rule based on the accounting system is
employed to determine which shard a transaction belongs to. The rule
may be based on certain properties of the transaction, such as the
account number or specific attributes of the transaction data.

2. Shard Creation: Once the sharding rule is applied to a transaction,
it is assigned to the corresponding shard based on the outcome of the
rule. This process continues for all incoming transactions, effectively
creating multiple shards, each responsible for processing a subset of
transactions.

3. SubMerkleRoot Generation: Within each shard, the first-level node
is tasked with gathering and consolidating all the transactions belong-
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ing to that shard. These transactions are then combined to generate a
SubMerkleRoot hash value, representing the contents of that shard.

4. Broadcasting SubMerkleRoot: Each first-level node broadcasts the
SubMerkleRoot hash value it has generated to the network. This step
allows the other nodes in the network to be aware of the transactions
processed within their respective shards.

5. Final MerkleRoot Hash: The leader node, elected by the network,
takes on the responsibility of collecting all the SubMerkleRoot hash
values from each shard. The leader node then combines these hash
values to create the final MerkleRoot hash value.

By employing the Transaction Sharding Algorithm, the blockchain net-
work achieves the parallel processing of transactions, significantly increasing
its throughput and overall efficiency. Moreover, Transaction Sharding helps
alleviate the scalability challenges faced by traditional blockchain systems,
paving the way for more practical and sustainable blockchain technology
applications in various domains.

4.3 Comprehensive Blockchain Architecture

Once the transaction sharding process is completed within the blockchain
network, the leader node assumes the responsibility of releasing the latest
block. Fig 4.3 provides an overview of the block structure, while Fig 4.4
illustrates the overall blockchain structure derived from the blocks depicted
in Fig 4.3. The block structure, as depicted in Fig 4.3, is composed of a block
header and a block body, which together constitute a complete block. The
block header comprises essential information, including the current block ver-
sion number, the hash of the previous block, the timestamp, the probability
value of the elected leader, and the Merkle root hash value of all transac-
tions. Meanwhile, the block body contains the subMerkleRoot hash values
of all transactions within their respective sharding. These subMerkleRoot
hash values are then combined to form the final Merkle root hash value. As
depicted in Fig 4.4, the blockchain is a sequence of interconnected blocks,
where each block is based on the hash field of the previous block. The hash
value of the previous block of each block is computed using the following
formula:
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Figure 4.3: Block structure

hashPreBlock i+1 = sha256(nV ersioni+hashPreBlocki+hashMerkleRooti+
nTimei + probabilityi)

4.4 Security Evaluation

4.4.1 Security Considerations for Transaction Shard-
ing

The transaction sharding mechanism proposed in this paper relies on the
account’s prefix to divide transactions within the same shard by consensus.
This approach effectively addresses the threat of “double spending” [45], as
transactions with the same prefix are handled in the same sharding, making it
easier to identify and prevent such fraudulent transactions. Furthermore, this
sharding scheme ensures no additional overhead is incurred across network
shards, enhancing security.

In order to form a subMerkleRoot value, the transaction sharding pro-
cess splits a block’s Merkle root [46] hash value into multiple shards, and
the leader node is not involved in verifying the transaction’s validity. To
safeguard the Merkle root hash value of each subtree generated by shard-
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Figure 4.4: Blockchain structure

ing, a new data structure called MerkleRoot i has been implemented in this
thesis. This data structure ensures the integrity of MerkleRoot i when first-
level nodes in the same sharding conduct the consensus protocol. Even if a
malicious first-level node attempts to perform an unauthorized operation on
the subMerkleRoot i, such as an incorrect Merkle root hash signature, the
signatures of other honest first-level nodes remain unaffected.

4.5 Transaction Throughput

The transaction sharding proposed in this paper effectively addresses the
issue of each node having to package all transactions. In a conventional
blockchain network with N transactions at a given time, the complexity of
packaging all transactions for each mining node is M = O(n). In contrast,
the average complexity for each mining node in the proposed transaction
sharding scheme, considering M sharding in the blockchain network and
parallel computation within each shard, is M1 = O(n/m)

M

M1

= m (4.1)

From eq 4.1, it is evident that traditional blockchain networks experi-
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ence linearly increasing transaction packaging complexity when conducting
transaction sharding.
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Chapter 5

Implementation

In order to assess the effectiveness of the presented sharding protocol, we
conducted extensive simulations with a significant number of nodes. The
experimental setup consisted of two main sections: network sharding and
transaction sharding. The relevant parameters used in these experiments are
listed in Table 5.1. It’s important to note that all simulations were performed
using Python as the programming language.

Table 5.1 presents the experimental parameters used in our research,
which were crucial in evaluating the performance of the proposed sharding
protocol.

Table 5.1: Experimental Parameters

Name Value
Nodes in the entire network 10,000
Network sharding 16
Probability of leader election 0.0001
Number of transactions 10,000
Account prefix K bits 4

1. Total Nodes in Network: For simulation, we consider a network
consisting of 10,000 nodes. These nodes are essential for the implementation
and evaluation of the sharding protocol.

2. Number of network sharding: We divide the blockchain network
into 16 different shards for our experimentation. Each shard operates inde-
pendently, allowing for parallel processing of transactions.
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3. Leader election probability: In our experiments, the probability of
a node being elected as a leader was set at 0.0001. The leader node plays a
crucial role in packaging and publishing the final blocks.

4. The total number of transactions: For simulations, we generated
and processed a total of 10,000 transactions. This transaction volume allowed
us to analyze the protocol’s efficiency and throughput.

5. Account prefix K bits: The sharding scheme employed a prefix-
based approach to divide transactions among different shards. Each account’s
address was considered, and the first 4 bits of the address were used for
sharding.

During the conducted experiments, we utilized Python as our program-
ming language to implement the sharding protocol and conduct the necessary
simulations and analyses. The outcomes derived from these experiments were
fundamental in evaluating the efficiency and effectiveness of the proposed
sharding mechanism.

Throughout this thesis, we thoroughly analyze the efficacy of the intro-
duced sharding protocol by investigating transaction volume, the number of
sharding instances, and transaction processing time under diverse scenarios.
Fig 5.1 depicts the correlation between transaction volume and processing
time under a constant sharding configuration. As observed in the graph,
when the sharding number is set to 1 and transactions are not partitioned
into blocks, the transaction volume progressively increases, leading to notable
transaction processing delays. This bottleneck is caused by the P2P network
architecture. On the other hand, correctly sharding transactions can signifi-
cantly reduce processing time overhead. The experimental findings indicate
that once a specific threshold is surpassed, adjusting the number of shards
has minimal impact on the time required for transaction processing.

In Fig 5.2, we can observe the correlation between the number of shards
and the processing time of transactions at different transaction volumes. As
illustrated, the transaction processing time experiences a notable decline as
the number of shards grows. According to eq (4.1), as the number of shards,
represented by ”m”, expands, the transaction volume also grows linearly,
with the growth rate being equivalent to the number of shards. Similarly,
Fig. 5.1 demonstrates that while maintaining a constant time to perform a
transaction, the number of shards’ expansion results in a rapid increase in
transaction volume on each shard. Consequently, this leads to a substantial
rise in the entire number of transactions on the blockchain network (M) in
comparison to mM1.
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Figure 5.1: Transaction Volume and Transaction Processing Overhead
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Figure 5.2: Number of Sharding and Transaction Processing Time

This observation aligns with eq. 3.3, which indicates the exponential de-
crease in transaction processing time with an increasing number of shards.
However, it’s essential to note that after reaching a specific number of shards,
the transaction processing overhead stabilizes and shows only slight varia-
tions while remaining relatively constant.

Fig 5.3 demonstrates the correlation between the number of shards and
transaction processing overhead for various trading volumes when the entire
network consists of more than 100,000 nodes and processes over 10,000 trans-
actions. As the size of the blockchain node network increases significantly,
more shards can be created to accommodate higher transaction volumes,
without incurring a proportional increase in transaction processing time over-
head. This means that a larger network can efficiently handle a substantial
volume of transactions without compromising the processing speed.

From the data in Fig 5.3, it becomes evident that the optimal transac-
tion processing time overhead hovers around 5 seconds. This indicates that
with the appropriate number of shards, the blockchain network can strike a
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Figure 5.3: Number of Shards and Transaction Processing Overhead

balance between transaction volume and processing time, ensuring efficient
and timely processing of transactions even at a larger scale.

5.1 Improvement

Table 5.2: Experimental Parameters

Name Value
Nodes in the entire network 10,000
Network sharding 32
Probability of leader election 0.0001
Number of transactions 10,000
Account prefix K bits 4

In the presented evaluation, we aimed to improve the performance of the
Gradingshard protocol by doubling the network sharding to 32 (Table 5.2).

36



Figure 5.4: Transaction Volume and Transaction Processing Overhead

The results revealed a substantial enhancement, as the improved graph exhib-
ited nearly half the time (55 seconds) for the transaction overhead compared
to the transaction volume graph (Fig 5.4). This significant reduction in trans-
action processing time demonstrates the protocol’s scalability and efficiency,
making it a promising solution for handling higher transaction volumes in
large-scale blockchain networks. The experiments underscore the potential
of the Gradingshard protocol to meet the demands of future blockchain ap-
plications with increased throughput requirements.

In the second graph, Fig 5.5, we explore the correlation between the num-
ber of shards and the processing time of transactions at different transaction
volumes. By doubling the network sharding to 32, we achieved a remark-
able improvement in performance. As depicted in the graph, the transaction
overhead is nearly halved compared to the previous results obtained with
16 shards. This significant reduction in transaction processing time indi-
cates a substantial increase in efficiency and scalability when using a larger
number of shards. The enhanced graph provides valuable insights into the
Gradingshard protocol’s ability to handle higher transaction volumes and
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Figure 5.5: Number of Shards and Transaction Processing Overhead

highlights its potential to effectively address the throughput challenges faced
by large-scale blockchain networks

In Fig 5.6, we present the improved relationship between the number of
shards and transaction processing overhead at different trading volumes, con-
sidering a blockchain network with over 100,000 nodes and processing over
10,000 transactions. By doubling the network sharding to 32, we achieved
a significant enhancement in performance. The transaction processing time
has been notably reduced, taking only 22.5 seconds compared to the previ-
ous 45 seconds. This improvement, nearly half of the previous processing
time, showcases the remarkable scalability and efficiency of the Grading-
shard protocol. The enhanced graph demonstrates the protocol’s capability
to handle higher transaction volumes with improved time efficiency, making
it a promising solution to address the scalability challenges in large-scale
blockchain networks.

Doubling the network sharding in blockchain technology, specifically in-
creasing it from 16 to 32, represents a significant scaling effort with potential
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Figure 5.6: Number of Shards and Transaction Processing Overhead
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implications for both the system’s complexity and associated hardware costs.
Sharding is a method employed to enhance the scalability of blockchain net-
works by partitioning the network into smaller, more manageable segments.
While the increase from 16 to 32 shards can theoretically improve throughput
and processing capacity, it also introduces a higher level of intricacy into the
overall network architecture. Managing a larger number of shards demands
more sophisticated coordination mechanisms, potentially making the system
more intricate to design, implement, and maintain. Moreover, the expansion
of the sharding infrastructure may require additional hardware resources to
support the heightened computational demands, thereby increasing overall
hardware costs. Striking a balance between scalability and complexity is
crucial in the evolution of blockchain technology, as it involves navigating
the trade-offs between enhanced performance and the practical challenges
associated with managing a more intricate and resource-intensive network.
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Chapter 6

Conclusion

Blockchain technology has gained significant attention as a decentralized dis-
tributed ledger system with the potential to revolutionize various industries.
However, its current scalability issues, especially concerning storage space
and transaction throughput, pose substantial challenges to its widespread
adoption. The efficiency bottleneck primarily lies in transaction throughput,
making it a crucial area of research for improving blockchain performance.
Researchers have focused on consensus protocols and algorithms to enhance
the efficiency of blockchains, but the existing research on sharding, a promis-
ing solution for scalability, remains limited. Therefore, the low throughput
performance of blockchain technology remains a pressing concern that de-
mands effective solutions.

In response to this challenge, this thesis proposes the utilization of shard-
ing technology to boost blockchain transaction throughput. Sharding, which
involves the parallel processing of transactions within the blockchain, has
gained increasing attention among researchers due to its theoretical and prac-
tical significance. Through the subdivision of the blockchain network into
smaller shards and simultaneous processing of transactions, sharding has the
potential to significantly improve the overall throughput of the system.

In order to tackle the issue of low transaction throughput in conventional
blockchains, this research introduces a novel sharding protocol called ”Grad-
ingShard,” which combines both network sharding and transaction shard-
ing. The GradingShard protocol aims to overcome the limitations imposed
by cross-shard communication and improve the scalability and efficiency of
blockchain networks.

To evaluate the effectiveness of the proposed GradingShard protocol,
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extensive experiments were conducted using Python as the programming
language. These experiments tested the enhanced blockchain structure, in-
cluding network sharding and transaction sharding functionalities. The re-
sults demonstrated a positive correlation between the number of shards in a
blockchain network and the transaction volume being processed. As per the
theoretical analysis, this correlation follows a linear growth pattern. How-
ever, the experimental Python results, which considered factors like network
delay and other variables, revealed even more promising outcomes, surpass-
ing the linear growth ratio. These Python-based experiments underscored
the significant potential of GradingShard in enhancing blockchain transac-
tion throughput.

In conclusion, the proposed GradingShard protocol offers a promising so-
lution to address the low transaction throughput problem in blockchain tech-
nology. By leveraging sharding technology and conducting experiments with
Python, this research provides valuable contributions to enhancing the effi-
ciency and scalability of blockchain systems, paving the way for widespread
adoption across various industries.
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Chapter 7

Future Work

Embarking on future work within the domain of network sharding in blockcha-
in technology, particularly within the context of the Grading shard proto-
col, necessitates a comprehensive examination of the associated complexities
and hardware cost implications. The adoption of a dual-sharding approach,
encompassing both transaction sharding and network sharding, within the
Grading shard protocol lays the foundation for a scalable and parallelized
blockchain system. However, as we envision doubling the network sharding
from 16 to 32, it becomes imperative to delve into the increased complexity
that such an expansion introduces.

The heightened intricacy arises from the need to design and implement
more sophisticated coordination mechanisms to manage the larger number
of shards effectively. Future research should address the challenges related to
optimizing the interplay between transaction and network sharding, ensur-
ing seamless communication and coordination across the expanded network
structure. Moreover, the exploration of potential hardware cost escalations
is paramount. The doubling of network sharding may demand additional
computational resources, necessitating an in-depth analysis of efficient re-
source allocation strategies to mitigate potential increases in hardware costs.
Striking a balance between scalability, complexity management, and cost-
effectiveness is a critical aspect of future work in this dynamic field, paving
the way for advancements in blockchain technology that are both scalable,
sustainable, and economically viable.
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