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Chapter # I Introduction 

Introduction 

DEWAN group of industries is the one of the leading group of industries in the Pakistan. 

This group has more than 8 industrial units in different industrial sectors. 

Some of them are as under. 

Dewan Sugar mill (Karachi) 

Dewan Motors (Karachi) 

Dewan Textile (Karachi) 

Dewan Fiber (Texila) 

These all-industrial units are working under the head of dewan group of industries. 

For such a big setup they have to maintain there proper networking setup to maintain it. 

Dewan Selman Fiber (TEXILA) 

DEW AN SELMAN FIBER is also one of the members of the dewan group of industries. 

It is formed in March 1990.at thi s time it has only on polyesters plant but 

After that they have extended their business and now it has four manufacturing plant in it 

They are 

Unit 1. 

Unit 2. 

Unit 3. 

Unit 4. 

Unit 1 

Unit 1 is the first plant of it and it is formed in 1990.it' s the polyester plant. And more 

than 1200 employees are working in it 

It has produced more than 36 bundles of polyester in a day. 
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Unit 2 

Unit 2 is the second plant of the Dewan Fiber it is formed in 1994 and it is also the 

polyester plant and it has more than 800 employees in it and produced 24 bundles of 

polyester in a day. 

Unit 3 

Unit 3 is formed in 1996 and it is the acrylic fiber plant and it has more than 600 

employees and a production of 18 bundles of it. 

Unit 4 

In 1998 the Dewan Group of industries purchased 75%shares of the DHAN FIBER 

(hattar) and changed its name to unit 4. 

It is also the polyester plant and it has more than 1800 employees in it and it produced 

more than 30 bundles of polyester in a day. 

Head Office 

THE DEW AN group of industries has its main office in the Islamabad and it has the 

connectivity with its entire industrial sector. And the whole setup is manage from this 

main head office so it's very necessary for such a big setup to connect it with the LAN or 

wan networking for sharing the resources. 

Main Store 

The dewan selman fiber (hattar) has a main store in its premises and it handles all the 

production and all the purchases. So there is the need to maintain the proper record of all 
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The production and purchases and also inform the management about all this properly 

and regularly. 

Main Lab. 

The dewan selman fiber (hattar) has the main lab in its premises also called it lab . 

It has the whole networking setup. This lab is fully equipped with the latest equipments 

And have the ability to handle the whole set up of networking in LAN and WAN. 

So we have to do the connectivity of LAN in the entire premises and in the wan with the 

main head office Islamabad . 

LAN Networking 

The Dewan Salman want to connect its main four dept with the LAN net working in its 

premises with the main it lab . And it wants to give more than 4 connections in each dept. 

And we have to configure two servers in the main lab one for the databases and other fo r 

the authentications. The dewan selman have the LAN networking in its all-industrial 

sectors for handling the whole entire set up now they want to establish in the dewan 

selman fiber. 

WAN Networking 

THE Dewan Salman Fiber has the WAN cOlmectivity with all the industrial sectors and 

also with the offices they are in 

Lahore. 

Islamabad. 

Karachi . 

Sajawal. 
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This group has the WAN networking of its entire unit with the offices and also with the 

main office Islamabad so we have to make connectivity of Dewan Salman fiber Hattar 

with the main office in the Islamabad. 

Licensed Software 

This group of industries is using all licensed software's to maintain there quality of the 

networking and this group of industries using licensed software's for the proper 

functioni ng of there net work. 

Branded Machines 

The Dewan selman group of industries use all the branded machines to maintain there 

whole network and for the quality network. They use the branded machines of IBM and 

all the hard ware devices ofIBM to proper functioning of the whole network. 
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Effective Cost And Potential Growth Concept 

While doing the networking of any organization one of the major aspect that have to be in 

under consideration is the effective cost and potential growth. 

What is Effective Cost? 

Effect cost means to get more in less resources it take a very active role in all financial 

related assiglU11ent because we have to consider the minimization of cost so it may be 

more effective and beneficial for the organization with in the declared budget. 

In the problem of networking it must be considered that we have to 

minimize the cost but not beyond the quality, for this purpose. We have to do the 

several works. 

Requirement Ideas 

Under this heading we have to consider the whole requirement of the organization as well 

as the idea of chairman about the networking of this organization. 

In the problem we have to consider that what actually the organization is doing and what 

it should required from its networking and which type of information it want to be shared. 

Accounts Clearing 

For the purpose of effective cost it is very necessary that we have the idea about the 

reserved budget for networking and also have the clearing from the accounts department 

for thi s budget. So that we should purchase and use what ever we like for the suitable 

network. 
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Quality Goods 

For the effective cost it is very necessary that hole the product used in networking are 

very high quality and economically. 

After the clearance from accounts and having a clear idea about our budget we have to 

make li st of all quality products available in market for this purpose. 

Quotations 

After these selecting quality goods from the market, the next step is to collect their 

quotations and compare them in select the suitable one, which is more economical and 

highl y warranted. 

Purchase of Goods 

After selecting the suitable quotations the fi nal step is to purchase the product. It is very 

necessary to consider the quali ty of goods is same as mentioned in the quotation and also 

the quality. 

What Is Potential Growth Concept? 

There is always a chance of expansion of the network for this matter a network 

administrator must consider the expected expansion fo r the specific period because there 

is al ways a need to expend a network in an organization fo r this one should must consider 

that expansion before starting network . 

For this one should be the fo llowing step. 
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Five year plan 

To handle the problem of potential growth one should do thi s step that the may 

thoroughly studied the future five year plan of an organization and also previous if it is to 

consider the rate of expansion and make the idea of expected development and need of an 

organization for further five year. 

Consider the Area of Network 

After the reading the five-year plan one should consider the whole area of network and 

possible expansion on it for further five year that he should make the idea about the exact 

requirement for the product of network . 

Purchase Extra Goods 

After considering the exact area and purchase of product one should purchase some extra 

goods to meet the future requirement. 

Extra connection 

After purchasing the extra goods and considering the exact area while making of cables 

and their wiring one should give possible and expected connection for the network to 

reduce the cost of wiring and save the time. 
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Problem Specification 

"DSF" have a w ide departmental network in its premises and it also have the external 

sharing with its head office and all other DSF Group of industries. 

DSF have more then twelve departments stated in "Hattar industrial area Taxila", but we 

have to connect the most important four department 

Unit 1, unit 2, unit 3, unit 4 named as department 1,2,3,4, main store, main lab in LAN 

networking. 

In WAN networking we have to connect the main I.T Lab in DSF at Hattar with its main 

office Islamabad. 

Department 1 

The department fi rst of the DSF Hattar was the first department 1990. It was only 

department that time and its polyester department. In this department more than 1200 

employees are working and the system in thi s department has to maintain the record of 

the whole production and its empl oyees. 

This department produce more than 36 bundles of polyester in a day It 's the main 

department of the firm and biggest one we have to give two main clients cOID1ected with 

the central lab one on the counter table and other the manger room. 

DEPARTMENT 2 

2nd department start working in 1994 having approx 800 employees. It is also the 

polyester plant and the system in thi s plant has to maintain the production detail and the 

whole information about the employee. 

Thi s department produced more then 24 Bundles of polyester in a day . We have to give 3 

clients in it one on the day counter table one at the store and 3rd on the manager table. 
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DEPARTMENT 3 

The 3rd department was started its work in 1996. It is the ACROLIC department having 

600 employees and the system has to maintain there whole the database and we have to 

connect the 2 clients in department with the central lab. On the counter table and other in 

the manager room to establish the LAN networking. 

DEPARTMENT 4 

In 2000 DSF purchase more then 75% share of Dhan Fiber stated in Hatter and changes 

its name to department 4. It's also the polyester plant having l 600employees and the 

system have to maintain the production and the employee's database. 

We have to connect 4 c li ents in it with the center lab . The distance between the central 

lab and departmen t 4 is more then 1 km and its very difficult to use the LAN networking. 

Main Store 

Main store is stated in the Dewan Fiber in Hatter and it's very necessary to connect it 

with the central lab share the resources with whole networks. We have to give only one 

client at the counter table and to connect it with the central lab. This system contains the 

whole information about the purchase and issues from the stores. 

Main Central Lab 

In the main central lab we have to configure the 3 main servers and to make the batch 

panel cabinet to organi zing the whole instruments such as HUB and SWICHES fo r the 

better result in the mai n central lab we have to configure 3 main servers F irst for the LAN 

networking, Second for the WAN networking and Third fo r the whole data base. 
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Introduction of Architectural Design 

The network architecture of an organization is the structure or structures of the network, 

which comprise network components, the externally visible properties of those 

components, and the relationships among them. 

The architecture is not the operational network. Rather it is a representation that enables a 

network administrator to 

Analyze the effectiveness of the des ign in meeting its stated requirements, 

Consider architectural alternatives at stage when making design changes is still relatively 

easy. 

Reducing the risks associated with the construction 0 f the network. 

This definition emphasizes the role of "network components" in any architectural 

representation . In the context of architectural design, a network component can be 

something as simple as a program module, but it can also be extended to include 

databases and "middleware" that enable the configuration of a network of clients and 

servers. The properties of components are those characteristics that are necessary to an 

understanding to how these components interact with other components. At the 

architectural level, internal properti es (e .g., details of an algorithm) are not specified. 

Architectural Complexity 

A useful teclmique for assess ing the overall complex ity of proposed architecture is to 

consider dependencies between components within the architecture. These dependencies 

are driven by information/control fl ow within the system. 

Sharing dependencies represent dependence relationships among consumers who use the 

same resource or producers who produce for the same consumers. Constrained 
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dependencies represent constraints on the relative flow of control among a set of 

activiti es. 

Mapping Requirements into a network Architecture 

The network requirements can be mapped into various representations of the design 

model. The architectural styles represent radically different architectures, so it should 

come as no surprise that a model to a variety of architectural styles does not exit. In fact, 

there is no practical mapping for some architectural sty les do not exist. In fact, there in is 

no practical mapping for some architectural styles, and the designer must approach the 

translation of requirements to design for these styles in an ad hoc fashion. 

The type of information flow is the driver for the mapping approach required. In the 

following sections we example two flow types. 

Transform Flow 

Recalling the fundamental system model (level 0 data flow diagram), information must 

enter and exit software in an "external world" form . For example, data typed on a 

keyboard, tones on a telephone line, and video images in a multimedia application are all 

forms of external world information. Such externalized data must be converted into an 

internal form for process ing. Information enters the system along paths that transform 

external data into an internal form . These paths are identified as incoming flow. At the 

kernel of the software, a transition occurs. Incoming data are passed through a transform 

center and begin to move along paths that now lead "out" of the software. Data moving 

along these paths are ca lled outgoing flow. The overall flow of data occurs in a sequential 

manner and follows one, or only a few, " straight line" paths. When a segment of a data 

flow diagram exhibits these characteristics, transform flow is present. 
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Transaction Flow 

The fundamental system model implies transform flow; therefore, it is possible to 

characterize all data flow in this category. However, a single data item, called a 

transaction that triggers other data flow along one of many paths, of1en characterizes 

information flow. When a DFD takes the form transaction flow is present. 

Transaction flow is characterized by data moving along an incoming path that converts 

world information into a transaction. The transaction is evaluated and based on its values, 

flow along one of many action that is initiated, the hub of information flow from which 

many action paths emanate is call ed transaction center. 

It should be noted that, within a DFD for a large system, both transform and transaction 

flow may be present. For example, in a transaction- oriented flow, information flow along 

an action path may have transform flow characteristics. 

Transform Mapping 

Transform mappl11g is a set of design steps that al lows a DFD with transform flow 

characteristics to be mapped into a specific architectural style. 

Design Steps 

The step begins with a re-evaluation of work done during requirements analysis and then 

moves to the design of the software architecture. 

Networking 12 
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Step 1. Review the Fundamental networl{ Model. 

The fundamental network model encompasses the leve l 0 DFD and supporting 

information. In actuality , the design requirements specification. Both documents 

describe information flow and structure at the software interface. 

Step 2. Review and Refine Data Flow Diagram for the 

Software. 

Information obtained from analysis models contained in the software requirements 

specification is refi ned to produce greater detail. Each transform in the data flow diagram 

exhibits relatively high cohesion. That is, the process implied by a transform performs a 

single, distinct function that can be implemented as a module. 

Step 3. Determine whether the DFD has Transform or 

Transaction Flow 

Characteristics. 

In general, information flow within a system can always be represented as transform. 

However, when an obvious transaction characteristi c is encountered, a different design 

mapping is recommended. In thi s step, the designer selects global (software wide) flow 

characteristics based on the prevailing nature of the DFD. In addition, local regions of 

transform or transaction How are iso lated. 

Evaluating the DFD, we see data entering the software along one incoming path and 

exiting along tlu'ee outgoing paths . No di stinct transaction center is implied (although the 

transform establi shes alarm conditions that could be perceived as such). Therefore, an 

overall transform characteri sti c will be assumed for informati on flow. 
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Step 4. Isolate the Transform Center by Specifying Incoming 

and Outgoing Flow Boundaries. 

In the preceding section incoming flow was described as a path in which information is 

converted fi'om external to internal form. Outgoing flow converts from internal to 

external from. Incoming and outgoing flow boundaries are open to interpretation. That is, 

different designer may select slightly different points in the flow as boundary location. In 

fact , varying the placement of flow boundaries can derive alternative design solutions. 

Although care should be taken when boundaries are selected , a variance for bubble along 

a flow path will generally have little impact on the final program structure. Flow 

boundaries for the example are illustrated as shaded cures running vertically through the 

flow. The transforms (bubbles) that constitute ate transform center lie within the two 

shaded boundaries that run from top to bottom. An argument can be made to readjust a 

boundary (e.g., an incoming flow boundary separating read sensors and acquire response 

info could be proposed). The emphasis in this design step should be on selecting 

reasonable boundaries, rather than lengthy iteration on placement of divisions. 

Step 5. Perform "Fist-Level Factoring." 

Program structure represents a top-down distribution of control. Factoring results in a 

program structure in which top-level modules perform decision making and low-level 

modules perform most input, computation, and output work, Middle- level modules 

perform some control an do moderate amounts of work. 

When transfo rm flow is encountered, a DFD is mapped to spec ific structure (a call and 

return architecture) that provides control for incoming, transform, and outgoing 

information processing. A main controller resides at the top of the program structure and 

coordinates the following subordinate control function. 
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Step 6. Perform "Second-Level Factoring" 

Second level fac toring is acco mpli shed by mapping individual transforms (bubbles) of a 

DFD in to appropriate modules within the architecture. Beginning at the transform center 

boundary and mov ing g outward along incoming and then outgoing paths, transforms are 

mapped into subordinate levels of the software structure. 

Second-level factoring for incoming fl ow follows in the same manner. Factoring is again 

accomplished by moving outward frol11 the transform center boundary on the incoming 

flow side. 

Step 7. Refine the first-iteration architecture uSing design 

heuristics for improved software quality. 

Applying concepts of module independence refine a first - iteration architecture can 

a lways . Modules are ex ploded or imploded to produce sensible fac toring, good cohes ion, 

minimal coupling, and most important, and maintained without gri ef. 

Refinements are di ctated by the analys is and assessment methods described briefl y as 

we ll as practical considerations and common sense. 
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Architectural Design Of DSF 
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Introduction To LAN 

LAN (local area networl{s) 

Local area networks are generally called LANs are privately owned networks within a 

single building or campus of up to a few kilometers in size. They are widely use to 

connect personal compute and workstation in company offices and factories to share 

resources (printers) and exchange information. 

LANs are distinguished from other kind of networks by three characteristics 

• Their size. 

• Their transmission technology. 

• Their topology. 

• Limited boundaries geographically (meters to kilometer). 

• It also simplifies network. 

Data Rate 

• NORMAL LAN (traditional LAN) 

• FAST 

• HIGH SPEED 

Topology 

lOmbps 

lOOmbps 

lOOOmbps 

Topology is a physical arrangement of one system and cabling is called topology of the 

network. 
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LANs Topology 

Four topologies are used within LAN. 

1. BUS 

2. TREE 

3. STAR 

4. RING 

Cables 

BUS: 

Base band coaxial cable, broadband coaxial cable, twisted pair cable. 

TREE: 

In tree topology only broadband coaxial cable is used. 

RING: 

Twisted pair cable, baseband coaxial cable is used. 

STAR: 

Only twisted pair cable is used is used in the star topology . 

NIC (Network Interface Card): 

BUS: 

TREE: 

RING: 

STAR: 

Network interface card with BNC (Briti sh navel connector) cOlmector. 

BNC connector with same interface card is used in tree topology . 

NIC is not used in that topology. 

NIC is used with RJ45 cable. A Rj45 pin port is cOlmects 4 pair of cable. NIC 

have the abi lity to remove the data . 
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Terminator 

BUS : 

TREE: 

RING: 

STAR: 

In thi s topology simply a res istive terminator IS used, they function of this 

terminator is to remove and dead the signal from the cable. 

R= 50(ohm) 

The same terminator is used in tree topology on ly at the one side of cable and on 

the other side another device headend is used. Which receive data. 

There is no terminator is used in ring topology. 

There is no terminator is used in star topology . 

BNC TEE: 

BUS : 

"T" It is a shape hardware dev ice used to connect cab le with the computer 

cable is connected on the both corners of the T on the upper side and on the lower 

side this device is connected with the connected with network interface card. 

Ol~=====~ 

BNC COIIIICctOl~ CABLE 

o 
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TREE: 

The same BNC tee is used in tree topo logy. 

RING: 

There is not such device is used in the ring topology. 

STAR: 

There is not such device is used in the star topology. 

Connectors 

BUS: 

BNC (British navel connector) is used in bus topology. 

TREE: 

Tree topology uses the same BNe. 

RING: 

In ring topo logy, repeater are used for connecting with cable. 

STAR: 

introduction To LAN 

RJ45 connectors are used in star topology. It is an 8-pin connector; it is used to 

connect 4 pair of cable. 

Access Algorithm 

BUS: 

TREE: 

RING: 

ETHERNET because this network are based on single access algorithm 

"CSMA/CD (carrier sense multiple access/co llusion detection . 

ETHERNET because this network are based on single access algorithm 

"CSMA/CD (carrier sense mUltiple access/collusion detection. 

In ring topology the access algorithm is "TOKEN"onl y that station can send the 

data that have the token others are Wait State. 
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STAR: 

ETHERNET because this network are based on single access a lgorithm 

"CSMA/CD (carrier sense mUltiple access/co llusion detection . 

Central Device 

BUS: 

TREE: 

RING: 

TERMINATOR is use to remove dead the signal from the cab le . Bus is a passive 

topology ; the e lectrical signa l from a transmitting computer is free to travel the 

entire length of the cable. Without termination, when the signal reaches the end of 

the wire, it bounces back and travel back up the wire. When a signal echoes back 

and forth along an unterminated bus, it is called ringing . To stop the signal from 

ringing, you attach terminators at either end of the segment. The terminators 

absorb the electrical energy and stop the reflecti ons. 

The terminator is used on one side but on the other side a "HEADEND" IS USED 

• HEDAEND is use to receive the packets of data and retransmit the data which 

lies on the different branches. Headend control the branches of the branches. 

REPEATER is used in ring topo logy. 

• It is able to receive the data. 

• Store the data. 

• Transmit the data. 

• Source is transmit and remove the data from the network. 

• A n acknow ledgement bit is attached with to the data. 

STAR: 

HUB is used in the ring topology , the function of the hub is to accept the data 

from any port and retransmit the data to all other port. 

There are two different types of hub . 
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• PASSIVE HUB: simples electronic relay no process ing on the data. 

• ACTlVE HUB: that hub make the regeneration of the of data 

Feasible Environment 

BUS: 

TREE: 

RING: 

STAR: 

The bus topology is often used when a netwo rk install ation is small , simple, or 

temporary. 

The tree topology is gernalization of the bus topology. 

Ring are used in high perfo rmances networks, networks requiring that bandwidth 

reserved fo r time sensitive feature. 

When Network expansion is expected, and when the greater re liability of a star 

topology is needed. 

Benefits 

BUS: 

TREE: 

• The bus is simple, re li able, in very small networks, easy to use, and easy to 

understand. 

• The bus requires the least amount of cable to connect the computers together 

and is therefore less expensive then other cabling arrangement. 

• It is easy to extend a bus. Two cables can be joined into one longer cable with 

a BNC barrel connector, making a longer cable and allowing more computers 

to the network. 

• Single point fa ilure is onl y effected on that branch. 
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RING: 

STAR: 

• Because every computer is given equal access to the token no one computer 

can monopolize. 

• The fair sharing of the network to allows the network to degrade gracefully 

(continue to function in a use fu ll , if slower, manner rather then fai ls ones 

capacity is exceeded) as more users are added. 

• It is easy to modify and add new computer to a star network without 

disturbing the network. 

• The center of the star network is a good place to diagnose network faults. 

• Single point failure don ' t necessary brig down the whole star network, the hub 

deduct the network fault. 

• Yo u can use several cab le types in the same networks with the hub , which can 

accommodate the multiple types. 

• 90 to 95 percent network is based on star network. 

Drawbacks 

BUS: 

TREE: 

RING: 

• Heavy network traffic can slow a bus topology considerab ly, cuz any 

computer can transmit at any time. 

• Each barrel connector weakens the electrical signal. 

• It is difficult to troubleshoot a bus. Breakage 111 the cable stops the 

transmitting the data. 

• Trouble shooting is time consuming. 

• Fa ilure of one computer on the ring can effect the whole network. 

• It is di fficult to troubleshoot the ring network. 

• Adding or remov ing computers disrupts the network. 
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STAR: 

• If the centra l hub fai ls, the whole network fai ls to operate. 

• Many star network require a device at the centra l point to rebroadcast or 

switch network traffic. 

• Its cost more to cable a star network cuz all network cab les must be pulled to 

one central point. 

Structures And Operation Of Topologies 

BUS Topology 

All the station will share the single medium, multiple point configurations, and 

more then two devices connected to the medium. 

" " r r r 

EJ PC2 PC3 PC4 PCS 

,Ir 

Terminat 

TREE Topology 

Tree is an extension of bus, many buses joint in tree network. The transmission 

medium is a branching cable with no closed loop. The tree layout begins at a point known 

as "HEADEND" one or more cables start at headed each of these may heave branches. 

With the bus and trees, no spec ial action needs to be taken to remove frames from the 

medium, when a signal reaches the end of the medium; the terminator absorbs it. 
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I I I 
T l' l' 

Headed 

I 
PCI PC2 PCn 

~ ~ J 
PC I PC2 PCn 

~ ~ ~ 
PC ] PC2 PCn 

STAR Topologies 

In star topo logies each station is directly connected to a common central node hub. 

In star topo logy, although the arrangement is physical ly a star, it is logicall y a bus. 

A ll other station receives the transmission from any station and on ly one station at time 

may sllccessfully transmit. 

HUB 

RJ45 
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RING Topology 

In ring topology , the netwo rk consist of a set of repeater joined by point-to-point link in a 

closed loop.the links are unidirect ional , that is data is transmitted in one direction only. so 

that data circu late around the ring in one direction e ither clockwise or anticlockwise. 

In ring topo logy, because multipl e station shares the ri ng, medium access control IS 

needed to determine at what time each station may insert frames. 

R3 

S3 

MESH Topology 

A true mach topology has a link b/w each dev ice in the network. 
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Benefits 
The major benefit of the mach topo logy is fau lt tolerance. 

• Guaranteed communicati on. 

• Easy to trouble shoot 

Drawback 
• Difficulty of install ation 
• Cost of maintaining. 
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Introduction To WAN 

W AN (wide area network) 

Wide area networks generally cover a large geographical area, requi re the crossing of 

public right-of-ways, and rely at least in part on circuits provided by a common carrier. 

WANs have implemented using one of the fo llowing technologies: 

a. Circui t switching 

b. Packet switching. 

c. Frame relay. 

d. A TM networks 

Switching 

Switching is a Technique that can determine how connections are made and how data is 

handled on WAN. 

Circuit Switching 

Circuit Switching is a type of WAN in which a dedicated path is established between 

source and destination before transmission of data through different modes. 
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Call request 
Signal 

Termination 
Signal 

Source 

introduction To WAN 

destination 

CiJ'cuit Switching 

Call accepts 
Signal 

] Transfer of 
Data 

Acknowledgement 
signal 

Packet Switching Network 

In packet Switching network , data is sent in packets routed through different paths 

and data is in di gital form. All packets do not follow the same route. 

Packet 

Station 1\ 
0:::0 ITO OJ] [IT] 

Source Destination 

Router 
Packet Switching Network 

In packet Switching, messages are divided into packets consist of heads and data. Each 

packet has source, destination and intermediate mode address and informati on. 
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DATA 

packet.~_---L_-'::::----' I 
"".i 

Heade." data 

Frame Relay Technology 

Frame Relay is packet switching network service that uses variable length packet to 

provide high-speed data transmiss ion rates. 

Source Destination 

Pkl 

Pk2 

A TMI Cell Relay Technology 

A TM is descendent of packet switching. Its hi gh-speed advantage comes from 

transmitting uniform data packets that are fixed in size i. e. 53 bytes and further 

subdivided into data frame 
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PACKET 

53 bytes 
... . .......................... ................................... 

head~'---5-b-Y-te-s-'-I--4-8-b-Y-t-es----~ta 
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Hardware Specification 

Servers 

A = Win 2000 only for the data base 24hrs service. 

B = Win 2000 acting as oracle database server. 

C = Win 2000 acting as file server (file and proxy server only for faculty) 

24hrs connected with the Internet. 

D = Win 2000 acting as PDC, proxy, FTP, file server (file and proxy server are only for 

faculty members) 

Proxy Tool = MS proxy 2.0 on server D 

Web server = apache 1.3 

Data base = Oracle 8 

HARDW ARE CONFIGURATION FOR SERVERS 

Server A = Sun server 450 and sun server 250. 

Server B = Compac server MC 370. 

Server C = Compac server 550. 

Clints = Pentium servers (IBM branded) 

HARDWARE SPECIFICATION 

Hardware Specification (Client System): 

Numbers of clients used are 50. 

Networkzng 32 



Chapter # 7 Hardware Spectiication 

Hardware Specification For Clients 

ITEM NAME QUANTITY DESCRIPTION 

Main Board 1 Intel Original 

Microprocessor 1 300MHz 

Hard Disk 1 20GB 

RAM 1 64MB 

Display Adapter 1 2MB 

Network Adapter 1 Branded 

Floppy Drive 1 Branded 

Sound Card I Full Duplex 

Monitor 1 IBM 

Keyboard 1 IBM 

Mouse 1 IBM 

IIardware Specification For Servers 

Item Names Quantity Description 

Main Board I Inte l Original 

Microprocessor 1 450MHz 

Hard Disk 1 20GB 

RAM 1 128MB 

Monitor 1 Compac 

Keyboard 1 Compac 

MOllse 1 Compac 

Display Adapter 1 4MB 

Floppy Drive 1 Branded 

CD ROM 1 50X 
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NETWORK 
A group of computers cO lmected together 111 a way that allows information to be 

exchanged between the computers. 

Local Area Network (LAN) 

A network of computers that are in the same general physical location usually within a 

building or a campus If the computers are far apart (such as across town or in different 

cities). Then a Wide Area Network (WAN) is typically used. 

NODE 

Any thing that is connected to the network . While a node is typically a computer, it can 

also be something like a printer. 

Segment 

Any portion of a network that is separated by a switch,briddge or router, from other parts 

of the network . 

Backbone 

The main cabling of a network that all of the segments connect to typically the backbone 

is capable more information than the individual segments. For example, each segment 

may have a transfer rate of I OMbps (megabits per second: I million bits a second), while 

the backbone may operate at 100 Mbps. 
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SERVERS 

PROCESSOR (Server) 

Windows 2000 Server 

Windows 2000 server is a file, print, and application server, as well as a web server 

platform and contains all feature of windows 2000 professional plus many new server 

specific functions, at the core of windows 2000 is a complete set of infrastructure 

services base on Active directory service. Active Directory services centralize the 

management of the user, groVps, security services and network resources . 

Product Highlights 

• The Intel ® Pentium® 3 processor with 512 KB L2 cache 

• 5l2KB Advanced Transfer Cache (on-die, full-speed level 2(L2) caches with 

Error Correcting Code (ECC). 

• 32KB(16KBI16KB) non-b locking, leve l 1 (Ll) cache. 

• That incorporates Data prefect logic (DPL), which anticipates the data needed by 

the application and pre-loads it into the advance transfer cache, designed to 

further increase the processor and application performance. 

• P6 Dynamic Execution micro architecture including multiple branch prediction, 

data flow analysis and speculative execution . 

• Internet streaming SIMD extensions, consisting of 70 instructions that e11able 

advanced imaging, 3d streaming audio and video, speech recognition and an 

enhance Internet experience. 

• Intel® MMXTM media enhancement teclmology. 

• Dual independent bus (DIB) architecture increase bandwidth and performance 

over single bus processor. 

• Address ability for caching up to 64 GB of memory. 

• Data integrity and reliabi lity feature sllch as Error Correction Code, Fault analysis 

and Recovery for both system and L2 cache buses. 
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• Versions based upon Intel' s 0.13, 0.18 and 0.25 micron manufacturing processes 

for increased processor core frequenci es and reduced power consumption . 

• Fu ll y compatible with ex isting Inte l architecture based software. 

• Their server is used for Authenti cation 

FUNCTIONALITY OF SERVERS 

In Dewan there are 1 lab in total. The entire departments are connected with star 

topology. There is a main lab where 4 servers are installed and a ll the networking 

equipment is there. The detail ed spec ificatio n of server is as under: 
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Win 
2000 

(server) 

D 

Win 
2000 

(server) 

I 

c 

Servers 

Win Win 
2000 2000 

(server) (server) 

B A 

I I 

In these pictures we have to specify the fOllr servers working in the main lab. 
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SERVER FUNCTIONALITY (Software specification) 

A. Sun so lorist server and the system is also sun so lorist using Linux, as operating 

system to maintain the database the entire client is hosts at that server. 

B. Win 2000 acting as BDC & oracl e Database server 

C. WinNT 4.0 acting as BDC, mail , web, proxy, fi le server 

24 hrs connected to [nternet. 

D. WinNT 4.0 acting as PDC, proxy , FTP, file Server 

24 hrs connected to Internet. 

DOMAIN 

There are 5 domains department 1, department2, department3 , department4 and store. 

Every member has a roaming profile on the network. Member can login from any place 

and will get his desktop sett ing. All the rights of installing/uninstalling are with the 

administrators and normal users cannot do this. 

Members can use tel net to RED Linux 7.2 server for database. 

SOFTW ARE SPECIFICATION 

Software specification of workstation: 

~ MS Office 2000 

~ Windows 2000 profess ional 

~ SPSS 

~ VISIO 

~ Flash 

~ Dream weaver 

~ Swish 

~ Adobe 

~ PhotoShop 

~ Microsoft visual FoxPro 6.0 

Networking 38 



Chapter # 8 Servers 

~ Xpower 2.0 

~ Borland C++ 

~ Visual C++ 

~ Java 

~ Java beans 

~ Java applets 

~ Microsoft personal web server 

~ Personal oracle 8 for windows 

~ Winzip 

~ Cold Fusion 

~ Adobe page maker 6.5 + 

~ Ado be GoLive 1.5 

~ 3D studio Max 

Software specification of server 

~ Apache 1.3 

~ Oracle 8i 

~ Mailer deamon 3.5 (for mail server) 

~ MS Proxy 2.0 (on server D) 

~ Wingate 3.5 (on server C) 

~ Windows 2000 server 

~ Linux 7.2 

~ Squid (for Linux) 
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INTERNET CONNECTION 

At dewan there are 3 ] nternet connections in total. The detai I of this connection is as 

under: 

~ One Dedicated Dial up connection from Sparcom 

~ One Regular Dial up connection from sparcom 

~ One Regular Dial up connection from Apollo 

Dedicated Dial-up line is be ing Llsed for hosting the web site of dewan. 

SECURTY IMPLEMENTATION 

At Dewan fiber the Lab are protected fro m hackers tlu·ough F IREW ALLS . The firewalls 

are used at ports. Because all the hacking is done through ports. How the firewalls work 

is given in details below. 

Basically, a firewall is a barrier to keep destructive forces away from yo ur property. In 

fact, that's why it's call ed a firewall. lts job is similar to a physical firewall that keeps a 

fire from spreading from one area to the next. 

What It Does 

A firewall is simply a program or hardware dev ice that filters the information coming 

tlu·ough the Internet connection into your private network or computer system . If the filter 

flags an incoming packet of information, it is not allowed through. 

F irewall he lps protect computers inside a large company. The company w ill therefore 

have hindered of computers that all have network cards connecting them together. In 

addition, the company will have one or more connections to the Internet tlu·ough 

something like T l or T3 lines. Without a firewall in place, all of those hundreds of 

computers are directly access ible to anyo ne on the Internet. Aperson who knows what he 
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or she is do ing can probe those computers, try to make FTP connections to them, try to 

make telnet connection to them and so on. If one employee makes a mistake and leaves 

security ho le, hacker can get to the machine and exploit the hole. 

Wi th a firewall in place, the landscape is much difficult. A company wi ll place a firewall 

at every connection to the internet (for example, at every T1 line coming in to the 

company) . The firewall can implement security rul es. For example, one of the security 

rules in side the company might be: 

• Out of the 150 computers 111 side the company, onl y one of them is 

permitted to receive public FTP traffic. Allow FTP connection only to that 

one computer and prevent them on all others . Dewan can set up rules like 

thi s fo r FTP servi ce, web service, tel net serves and so on in addition, the 

company can contro l how member connect to web sites, further files are 

allowed to leaved the company over the network and so on. A firewall 

gives a company tremendous control over how people use the network. 

F irewall views one or more of three methods to control methods following in and out of 

the network: 

• Packet Filtel"ing - packets (small chunks of data) are analyzed agai nst a 

set of fi lers. Packets that make it thought the fi lters are sending to the 

requesting system and all others are discarded. 

• Proxy Service - information from the Internet is retri eved by the firewall 

and then sends to the requesting system and vice versa. 

• Statefu l inspection - a newer method that does not examine the contracts 

of each packets butt instead compares certain key parts of the packet to a 

database of trusted information. Jnformation trave ling from inside the 

firewall to the outside is monitored for specific defi ning characteri stics, 

and then in coming information is compared to these characteristics. If the 

comparison y ields a reasonable match, the information is a ll owed thought. 

Otherwise it is di scarded. 
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Custonlizing the Firewall 

Firewalls are customizable. This means that yo u can add or remove filter based on 

several conditions. Some of these are: 

• IP addresses Each machine on the Internet is ass igned a unique address call ed 

an IP address. IP addresses are 32-bits numbers, normall y expressed as four 

"octal" in a "dotted decimal number" . A typical IP address looks like this: 

2 16.27.61.137. For example, if a certain IP address out side the company is 

reading to many fi les from a server, the firewall can block al l traffic to or from 

that IP address 

• Domain names: because it is hard to remember the string of numbers that make 

up an IP address, and because IP addresses some times need to change, all servers 

on the internet also have human-readable names, called domain names. For 

example it is easier for most of us to remember v,tww. hotma il. com than it is to 

remember 216.27.61 .137. A company might block al l access to certain domain 

names, or allow access on ly to specific domain names. 

• Protocols: the protocol s are the predefined way that some one who wants to use a 

service talks with that service . The "someone" could be a person, but more often 

it is a computer program like a web browser. Protocols are often text, and simply 

describe how the C li nt and server will have their conversation. The HTTP in the 

webs protoco ls. Some common protoco ls that you can set firewall filters for 

include 

.:. IP (internet protocol) - the main delivery system for information over the 

Internet. 

.:. TCP (Transport Control Protoco l) - used to break apart and rebuild 

information that trave ls over the Internet. 

.:. HTTP (Hyper Text Transfer Protocol) - used for web pages 

.:. FTP (File Transfer Protocol) - used to down load and upload files . 

• :. UDP (User Diagram Protoco l) - used for information that requires no 

response, such as streaming audio and video. 
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.:. IeMP (internet Control Message Protocol) - Llsed by a router to exchange 

the information with other routers . 

• :. SMTP (Simple Mail T ransport Protocol) - Ll sed to send text-based 

info rmation (e-ma il ) . 

• :. SNMP (Simple Network Management Protocol) - used to co llect system 

information from a remote computer. 

.:. Telnet - used to perform commands on a remote computer. 

The company might set up only one or two machines to handle a spec ific protocol and 

ban that protocol on all other machines. 

• Ports any server machine makes its servi ces available to the Internet usmg 

numbered ports, one for each service that is available. 

For example, if a server machine were running a Web (HTTP) server and an FTP 

server, the Web server would be available on port 2 1. The company might block 

21 accesses on all machines but one inside the company. 

• Specifi c words and phrases: this can be any thing. The firewall will sniff (search 

thought) each packel of information for an exact mach of the text li sted in the 

filter. Fo r example, you could instruct the firewall to block any packet with the 

word "X-rated" in it. The key here is that it has to be an exact match. The 

"X-rated" filter would not catch "X- rated" (no hyphen). But you can include as 

many word, phrases and variations of them as you need. 
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What it protects you from 

There are many creative ways that unscrupulous peo ple use to access or abuse 

unprotected computers: 

• Remote login When some is able to connect your computer and control it in some 

fro m . This can range from being able to view or access your files to actually 

running programs on your computer. 

• Application backdoor Some programs have special futures that allows for 

remote access. Other co ntains bugs that provide a backdoor, or hidden access, that 

provides some level of control of the program . 

• SMTP session hijacking SMTP is the most common method of sending e-mai l 

over the lnternet. By gaining the access to a list of e-mail address, a person can 

send unsolicited junk e-mail (spam) to thousands of users. Redirecting the e-mail 

through the SMTP server of an unsuspecting host, making the actual sender of the 

spam difficu lt to trace does this quite often. 

• Operating system bugs li ke applications , some operat ing system has backdoors. 

Others remote access with insufficient security control s or have bugs that an 

experienced hacker can take advantage of. 

• Denial of service You have probably heard thi s phrase used in news report on the 

attack on major web sites . This type of attack is nearly imposs ible to counter. 

What happen in that hacker send a request to the server to connect to it? When the 

server responds with an acknowledgement and tries to establish a sess ion, it 

cannot find the system that made the request. By inundat ing a server to s low to a 

crawl or eventually crash. 

• E-mail bombs an e-mai l bomb is usuall y a personal attack. Someone sends you 

the same e-mail hundreds o r thousands of times until yo ur e-mail system calmot 

accept any more massages. 

• Macros To simplify compli cated procedures, many applications allow yo u to 

create a script of commands that the app lication can run. T hi s script is known as a 

macro . Hacker have taken advantage of thi s to create their own macro that, 

depending on the application, can destroy your data or crash your computer. 
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• Viruses Probably the most well known threat is computer viruses. A virus is a 

small program that can copy itself to other computers. This way it can spread 

qui ckl y from one system to the next. Viruses range from harmless messages to 

e ras ing a ll your data. 

• Spam Typically harmless but a lways annoyi ng, spam is the e lectroni c equivalent 

of junk mail. Spam can be dangerous though. Quite often it contains links to Web 

sites. 
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J MMndows2Cm 
Configure Your Server 

W indows has detected that you have selected components t hat 
require additional setup and configuration before they are fully 
functional. To view the list of components , click the link below. 

~ Finish setup. 

Figure 8.1 

When the installation is complete thi s window is appear on the desktop this will help to 
configure your server step by step. It contains the fo llowing options such as Active 
directory and server app li cation options. 
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Server Hardware and Operating System 

The servers are a computer like any other. It has a hard disk on which to store data, a cpu 

to computer with and a network interface adapter to connect it to the rest of the network 

.it also has an operating system to control the hardware and to provide the network 

services that make a server the heart of network activ ity. 

Server hardware 

The server is the focal point of network. Most network operations are communications 

with the server. For this reason the server must be fast in order to quickly respond to 

client request and it must have enough capacity 

To store files and perform tasks for many users average personal computers 

If we also want to put the fas test network card in the servers as well as use the fastest 

hard drives we can afford all the servers files must come off the hard drives and go out 

tluough the network adapter, so any improvement in these two items will enhance all 

aspects of the servers performance. 

Client and server hardware requirelnents 

Component client server 

Processor 

Display 

Hard disk space 

Memory 

Networks 

4860rgreater 

VGA or SVGA 

About 20GB plus 

The storage space 

fo r a single user 

and applications 

At least 16MB 

Pentium or risc­

Based preferred, 

VGA or SVGA 

About 40GB plus 

storage space for 

single user 

At least 32MB 
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This is the hardware requirement for the minimum client and servers of the networking. 

The Network Operating Systems 

A network operating system (nos) is very simi leI' to a regular client operating system such 

as windows or os/2 in than it controls the basic functions of the computers. Network 

operating system network services such as file and print sharing and user account 

management. Technically the only difference between a server and a client computer is 

the software each one runs. Servers run network operating system and clients run client 

network access software. A complete network requires two types of network software: 

• 

• 

The network operating system, which runs on the server and allows you to share 

server's resources such as hard disk space, printer, and cd -roms. 

Client network access software, which runs on the client and provides access to 

the resources shared by the server. 

Client Software 

The purpose of the client network software is to make the serv ices that are available on 

the network appear to be local to the client computer. This way, application software can 

be written without regard to where printers, hard drives, and so on, are located. 

Client software works by intercepting calls to dos for printing and file services. The 

network client software determines whether the drives latter refer to a local drive or to a 

NetWare simply passes the request to the loca l operating system. 

Network client software is referred to differentl y in different operating system. In novel 

NetWare, the network client software is called a requester, whereas in Microsoft and 

IBM networks, client software is called a redirector. 
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Server Software 

Servers are the waiters of the network world they ex ist simply to li sten for and satisfy the 

requirements of clients. Because servers actuall y store most of number of the data on a 

network, they provide a convenient location to perform a number of other services such 

as 

• Managing user account 

• Security 

• Central licensing 

• Data protection 

• Multitasking and multiprocessing 

Windows 2000 Server Installation 

During installation the windows 2000 setup program ask you to provide information 

about how to install and configure windows 2000. You should gather a ll the necessary 

information good preparation helps yo u avoid problem during and after the installation. 

You should do the following tasks before starting installation. 

Verify that your computer meets the minimum hardware requirements. Your hard disk 

should meets the minimum sp<.lce requirements and preferably have a minimum 2 Giga 

bites of free di sk space. 

• Check all hardware (network adaptor, video driver, sound card, CD-Rom driver, 

PC card and so on) for compatibility by checking the w indows 2000 hard ware 

compat ibility li st (HCL). 

• Chose fi le system that meets your requirements and provides the serv ices you 

need chose NTFS unless you need more then one operating system. 

• Select a licensing mode. You can switch to Per-seat from Per-server mode after 

installation, but not per-server from per-seat. 

• Chose the type of network group (wo rkgroup or domain) your computer w ill join. 

• Select the insta llation method setup boot di sk, CD-Rom or over the network . 
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Configuring The Network Adapter Card 

Depending on the type of ca rd yo u use, you may have to provide the IRQ and port setting 

fo r the card. Your adapter ca rd manual will te ll you whether or not yo u w ill need this 

information and how to set or determine what the sett ings are. 

You wi ll a lso have to determine, which network protocols you want to use. 

Windows 2000 gives you three choices: 

TCP lIP: Good for the large networks that use routers , networks directly connected 

to the Internet, and experienc.ed network administrator. Installing TCP/IP requires you to 

know the TCP/IP 

Number for your server 

IPX: Good for large routed networks and networks connected to novel N etWare fil e 

servers, IPX is fast and easy to setup. 

NETBEUI: Good for small non-routed networks or workgroups , net-Belli is the 

fastest and eas iest to setup of a ll the transport protoco ls. 

Networks 49 



Chapter # 9 Software Ins tallation 

Active Directory Configuration 

Active directory services arc the di rectory services included with windows 2000 server. It 

extends the functionality of previous directo ry services and adds new features. Active 

directory services are secure, di stributed, partitioned, and rep li cated . It is designed to 

work well in any size installation. From a single server with few hundred objects to 

thousands of server with million of objects. 

IP address. 

Every computer in a TCP/IP networks requIres an IP address an IP address is four 

numbers (between 0 and 255 , inclusive) separated by periods. 128. 110.12 1.45 is a valid 

IP address. 

Subnet mask 

The subnet mask distinguishes the portion of the IP address that is the network ID from 

the portion that is the station 10 .the subnet mask 255 .255.0 .0, when app lied to the IP 

address given above, would identify the network ID as 128. 110 and station ID as 121.45. 

All station in the LAN should have the same network ID but have different station ID. 

Default gateway 

A TCP/IP network must have a gateway to communicate beyond the LAN identifi cation 

by the network id . A gateway is a computer or electronic device that is connected to two 

different networks and can move TCPIIP data from one to the other. 

DNS Configuration 

DNS is most commonly associated with Internet. However private netwo rks used DNS 

extensively to resolve computer host name and to locate computer with in their local 

networks and the network. ONS name resolution is different then the name reso lution 
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provides by wins. Wins resolve net bios name to IP address, whil e DNS reso lve IP host 

name to IP address. IP host name reso lve llsing DNS or other means. 
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rw.ndows~ 
Configure Your Server 

Important 
You need a palt ition formatted with the ve rsion, of NTFS used in 
Windows 2000 to host Act ive Directory. 

Caution 
Be sure you are fam iliar 'with Active Di recto ry and how it will affect this 
server before you proceed. .,' 

~ Learn more about Act iv~ Directory and domain controllers to ,;', 
determine whether you need to serup Active Directory. ''ljr;, 

,'. "',: ," ." . 'l1' 

~ Stalt the Active Directo.ry ~izard 

After you fin ish with the wizard, your;server wi ll restart ana the 
Configure Server screen will appear. Retu rn to the A ctive Directory 
screen to manage your computer and user accounts: 

Figure 9.1 

When click on the option of the Active directory in the main window this window will 

appear before you after pressing the start option the Active directory wizard will start 

which guides you to configure your Active directory . 
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Welcome to the Active Directory 
Installation Wizard 

This wizard helps you install.iI.cti ve Directory services on this 
server, making the server a domain controller. 

To continue, click t'Je:,t. 

Cancel 

Figure 9.2 

User manual 

When you select the start option in Active directory Wizard this Active directory Wizard 

wi ll start, which guides you the whole installation process. 
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MWfndows 2CXX) 
Configure Your Server 

Use the Configure New Server wizard to create names databases -
called zones - on the server. These databases map DNS host 
names to corresponding IP addresses and can be published in Active 
Directory. After you run the wizard, configure your DNS server 
properties and populate the zones you created. 

il Manage DNS. 

Note 
To get started, click your server name in the console tree. 

€l:; Learn more about DNS. 

Figure 9.2 

Thi s wizard will help you to configure DNS. This wizard will start when you select the 

DNS option under the networking in the main window. 
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Twisted pair 

Twisted-pair cable uses one or more pairs of two twisted copper wires to 

Transmit signals. It is commonly used as telecommunications cable. 

When copper wires that are close together conduct electri c signals, there is a tendency 

for each wire to produce interference in the other. One wire interfering with another 

in this way is called crusstalk. To decrease the amount of crosstalk and outside 

interference, the wires are twisted . Twisting the wires allows the emitted signals from 

one wire to cancel out the emitted signals from the other and protects them from 

outside noise. 

Twisted pairs are two color-coded, insulated copper wires that are twisted 

Around each other. A twisted-pair cable consists of one or more twisted pairs in a 

common jacket. 

1 1 
Insulation Copper wire 

conductor 

Figu re-I 0.1 

Unshielded Twisted-Pair Cable 

Unshielded twisted-pair (UTP) cable consists of a number of twisted pairs with a 

simple plastic casing. UTP is commonly used in telephone systems . 
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I •• 'i. • ••• • r. . .<' •• ~ ~ .~ •• "~'" 

, i1 •• 

Figure- IO.2 

The Electrical Industries Association (EIA) divides UTP into different categories by 

quality grade. The rating for each category refers to conductor size, electri cal 

characteristics, and twists per foot. The followin g categories are defined: 

• Categories 1 and 2 were originally meant fo r voice communication and can support 

onl y iow data rates, less than 4 megabits per second (Mbps). These cannot be used for 

high-speed data communications. Older telephone networks used Category 1 cable. 

• Category 3 is suitable fo r most computer networks. Some innovations can allow 

data rates much higher, but generall y Category 3 offers data rates up to 16Mbps. T his 

category of cable is the kind currently used in most telephone insta ll ations. 

• Category 4 offers data rates up to 20Mbps. 

• Category 5 offers enhancements over Category 3, such as support for Fast Ethernet, 

more insulation, more twists per foot, and data rates of 100Mbps and higher, but 

Category 5 requires compatible equipment and more stringent installation . In a 

Category S installation, all media, connectors, and connecting equipment must 

support Category 5, or per-form ance will be affected. 

Data-grade UTP cable (Catego ri es 3, 4, and 5) consists of either four or eight wires . A 

UTP cable with four wires is called a two-pair. Network topologies that use UTP 

require at least two-pair wi reo You may want to include an extra pair for future 

expansion. 
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Plastic 
encasement 

Color-code 
insulation 

Figll rc-I 0.3 

Copper wire 
conductor 

Because UTP cable was originally L1 sed in telephone systems, UTP installations are 

often similar to telephone installations. For a four-pair cable, you need a modular RJ-

45 telephone connector. For a two-pair cable, you need a modular RJ- 11 telephone 

COlU1ector. These COlU1ectors are attached to both ends of a patch cable. One end of 

the patch cable is then inserted into a computer or other device, and the other end is 

inserted into a wall jack. The wall jack connects the UTP drop cab le (another length 

of cable) to a punch-down block . 

The other side of the punch-down block is wired to a patch pane l. The patch panel 

provides connectivity through patch cables to other L1ser devices and connectivity 

devices. Figure 2.16 shows how UTP might be installed. 

UTP's popularity is partly because UTP was first used in telephone systems. In many 

cases a network can be run over the already existing wires installed for the phone 

system, at a great savings in installation cost. 
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Shielded Twisted-Pair Cable 

The only difference between shielded twisted-pair (STP) and UTP is that STP cable 

has a shield usually aluminum polyester between the outer jacket or casing and the 

wires. 

Copper 
conductor 

Sh ielding 

Plastic __ ___ 

encasement 

Figure- IO.4 

The shie ld makes STP less vulnerable to EMJ because the shield is electrically 

grounded. If a shield is grounded correctly, it tends to prevent signal s from getting 

into or out of the cable. It is a more reliable cable for LAN environments. STP was 

the first twisted-pair cable to be used in LANs. Although many LANs now use UTP, 

STP is still used. 

Transmission media specifications from IBM and App le Computer use STP cable. 

IBM's Token Ring network uses STP, and IBM has its own specifications for 

different qualities and configurations of STP. 
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Coaxial Cable 

Coaxial cable, conunonly called coax, has two conductors that share the same axis. A 

solid copper wire or stranded wire runs down the center of the cable, and this wire is 

surrounded by plastic foam insu lation. A second conductor, a wire mesh tube, 

metallic foil , or both surround the foam. The wire mesh protects the wire from EMJ. 

It is often called the shield. A tough plastic jacket forms the cover of the cable, 

providing protection and insulation . 

Coaxial cable comes in different sizes. It is classified by size (RG) and by 

the cable's resistance to direct or alternating electric currents (measured in 

ohms, also called impedance). 

Jacket 

Outer conductor 
(shie ld) 

1 

F igll re-l O.S 

Insulator 

Center 
conductor 

The following are some coaxial cables commonly used in networking: 
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• 50-ohm, RG-8 , used for Thick Ethernet 

• 50-ohm, RG-58 , used for Thin Ethernet 

75-ohm, RG-59, and RG-l1 , used for cable TV 

93-ohm, RG-62, used for ARCnet 

Coaxial cable has the fo llowing characteristics: 

• Cost: Coaxial is relatively inexpensive. 

• The cost for thin coax ial cable is less than STP or Category 5 UTP. 

• Thick coaxial is more expensive than STP or Category S UTP but less than 

fiber-optic cable. 

Installation 

Install ation is relatively simple. With a little practice, installing the connectors 

becomes easy, and the cab le is res istant to damage. Coax ial cable is most often 

installed either in a dev ice-to-devi daisy-chain (Ethernet) or a star (ARCnet) . The 

interface may involve T connectors or vampire clamps (or taps). Coaxial cable must 

be ground and terminated. Ground ing completes the electrical circuit. Termination 

keeps the signals that reach the end of the cable from reflecting and causing 

interference. 
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Optic Cable 

Fiber-optic cab le transmits light s ignals rather than electrical signals. It is enormously 

more efficient than the other network transmission med ia. As soon as it comes down 

in price (both in terms of the cabl e and install ation costs), fiber-optic will be the 

choice for network cab ling. 

Each fiber has an inner core of glass or plastic that conducts light. The inner core is 

surrounded by cladding, a layer of glass that reflects the light back into the core. Each 

fiber is surrounded by a plastic sheath . The sheath can be e ither ti ght or loose. 

Glass or 
plastic liber 

I 
0. :.;.:; 

Liquid gel 

Plastic Strength 
sheath wi res 

Figure-IO.6 

Plastic 

Loose 
conliguration 

Tight 
conligu ration 

A cable may contain a single fiber, but often fibers are bundled together in 

the center of the cable. Optical fi bers are smaller and lighter than copper wire. 

One optica l fiber is approximately the same diameter as a human hair. 

Optical fibers may be multimode or single-mode. Single-mode fibers allow a single 

light path and are typica lly Llsed with laser signaling. Single-mode fiber can allow 

greater bandwidth and cable runs than multimode but is more expensive . Multimode 

fibers use multiple light paths. The physical characteristics of the multimode fiber 

Neli'vorkmg 58 



Chapter # 10 Cables 

make all parts of the s ignal (those from the various paths) arrive at the same time, 

appearing to the receiver as though they were one pulse. If yo u want to save money, 

look into multi mode, si nce it can be used with LEDs (light-emitting diodes), which 

are a more affordable light source than lasers. 

Single-mode 

1 i 
Core Cladding 

j ~ 

Multimode 

Figu re- \ 0.6 
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Hubs 

All networks (except those using coaxial cable) require a centra l location to bring 

media segments together. These central locations are called hubs (or multipart 

repeaters or concentrators). The eas iest way to understand this concept is to think of 

the necessity of connecting multiple cables. If you just connected the media segments 

together by soldering them, the signals would interfere with each other and create 

problems. A hub organizes the cab les and relays signals to the other media segments. 

Figure-I 1.1 

Keep the fo llowing items in mind when working with hubs: 

• There is a limit to the number of hubs that can be connected to each other to extend a 

network. The limit is typically four , but the maximum number of hubs depends on the 

type of network topology used. 

• When possible, connect each hub directly to a server network card rather than to 

another hub. 
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• Label the connections on the hub. This can save you hours of troubleshooting . 

• The more hubs data passes through , the slower the cOimection. There are tlU'ee main 

types of hubs: passive, active, and intelligent. 

Passive Hubs 

A passive hub simply combines the signals of network segments . There is signal 

processing or regeneration. Because it does not boost the signal and in fact, absorbs 

some of the signal, a passive hub reduces by half the maximum cabling distances 

permitted. For example, if a segment normall y allows a ab le transmission distance of 

200 meters (656 feet) , the di stance between passive hub and a dev ice can be only 100 

meters (328 feet). Also, with a 

Hub, each computer rece ives the signals sent from all the other computers connected 

to the hub. 

Active Hubs 

Active hubs are like passive hubs except that they have electronic components that 

regenerate or amplify signal s. Because of this, the distances between devices can be 

increased. The main drawback to some active hubs is that they amplify noise as well 

as the signal, depending on whether they function as simple amplifiers or as signal 

regenerators. They are also much more expensive than passive hubs. Because some 

active hubs function as repeaters (as described in the next section), they are 

sometimes called multi-port repeaters . 
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Intelligent Hubs 

In addition to signal regeneration, intelligent hubs perform some network 

management and intelligent path selection. A switching hub chooses only the port of 

the dev ice where the signal needs to go, rather than sending the signal along a ll paths . 

Many switching hubs can choose which alternati ve path w ill be the qui ckest and send 

the signa l that way. One advantage to thi s is that yo u can permanentl y connect all 

transmi ss ion media segments because each segment will be used only when a signal is 

sent to a device using that segment. 

Repeaters 

A ll transmission media attenuate (weaken) the electromagneti c waves that travel 

through them. Attenuation therefore limits the di stance any medium can carry data. 

Adding a device that amplif ies the signal can allow it to travel farther, increas ing the 

size of the network. For example, if you are connecting computers that are more than 

100 meters (328 feet) apart using a IOBaseT Ethernet cable, you will need a dev ice 

that amplifies signals to ensure data transmission. Devices that amplify signal s in this 

way are called repeaters. 

Repeaters fa ll into two catego ri es: amplifi ers and signal-regenerating repeaters. 

Amplifie rs simply amplify the entire incoming signa l. U nfortunately, they amplify 

both the signal and the noise. Signal-regenerating 
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Seg ment Repeater Segment 

Figu re-ll.2 

Bridges 

Repeaters create an exact duplicate of incoming data by identifying it amidst the 

noise, reconstructing it, and retransmit ting only the des ired information. This reduces 

the noise. The original signal is duplicated, boosted to its original strength, and sent. 

Because repeaters simply deal with the actual, physical signal s on a network, they 

operate at the Physical Layer of the 051 models. 

Bridges connect network segments. The use of a bridge increases the maXImum 

possible size of your network. Un like a repeater, which simply passes on all the 

signals it receives, a bridge selectively determines the appropriate segment to which it 

should pass a signal. It does thi s by read ing the address all the signals it receives. The 

bridge reads the physical locati on of the sour and destination computers from this 

address. The process works like this: 

1. A bridge rece ives all the signals from both segment A and segment B. 

2. The bridge reads the addresses and discards (filters) all signals from ment A that are 

addressed to segment A, because they do not need to cross the bridge. 

3. Signals from segment A addressed to a computer on segment B are retransmitted to 

segment. 

4. The signals from segment B are treated in the same way. 
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Segment A 

Segment B 

{ 

Figu re-ll.3 

Through address fi ltering, bridges can di vide busy networks into segments and reduce 

network traffic. Network traffi c will be reduced if most signals are add ressed to the 

same segment and do not cross the bridge. To use a bridge effective ly, networks are 

often divided into groups by physical location and shared resources (such as printers, 

network servers, and app lications). If most signals do not frequently cross the bridge, 

using bridges can help reduce traffic on your network. 

Routers and Brouters 

One basic mechanism in internetworking is routers. Routers are dev ices COim ect two 

or more networks. They consist of a combination of hardware and software. The 

hardware can be a network server, a separate computers a special black box dev ice. 

The hardware includes the physical interfaces~ the various networks in the Internet 

work. These interfaces can be Token 14 Ethernet, TI, Frame Re lay , Asynchronous 

Transfer Mode (ATM), or any number of other technologies. The two main pieces of 

software in a route the operati ng system and the routing protocol . Management 

software cans another software component of a router. 
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Routers use logical and physical addressing to connect two or more log;(:a ll y separate 

networks. T hey accompl ish this connection by organ iz ing the large network into 

logicai network segments (sometimes ca lled sub networks or subnets)' Each of these 

subnetworks is given a logical address . Thi s a llows the networks to be separate but 

sti II access each other and exchange data when necessary. Data is grouped into 

packets, or blocks of data. Each packet, in addition to hav ing a physical dev ice 

address, has a logical network address. 

Network A 

Figure-l 1.4 

The network address a llows routers to more accurate ly and efficientl y calcul ate the 

optimal path to a workstation or computer. Routers perform a function very s imilar to 

that of a bridge, but routers keep the networks separate. Because they must check both 

the device address and the network address, router processing is genera ll y s lower than 
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the device address and the network address, router processing is generally slower than 

bridge processing. However, routers are more " intelligent" than bridges because they 

use algorithms to determine 

Gateway 

Routers can successfull y connect networks w ith protoco ls that function in similar 

ways . When the networks that must be connected are using completely different 

protoco ls from each other, however, a more powerful and intelligent device is 

required. A gateway is a device that can interpret and translate the diffe rent protocols 

that are used on two di stinct netwo rks. Gateways can be compri sed of software, 

dedicated hardware, or a combinat ion of both . Although gateways can function at the 

Network layer, for the exam think of gateways as operating at the upper layers of the 

051 model, above the Network layer. In other words, they function at the Transport, 

Session , Presentation, and Applicati on layers. When you need to have different 

environments communicating, you may wish to consider a gateway. 

A gateway can actually convert data so that it works with an application on a 

computer on the other side of the gateway. For example, a gateway c~ receive e-mail 

messages in one form at and convert them into another fo rma You can connect 

systems with different communication protocols, language and architecture using a 

gateway. 
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Network Implementation 

Introduction 

In the development of system implementation includes the act ivities that take place to 

convert from old to new system. There are aspects of implementation, which are as 

fo llows: 

• Training PersOlmel 

• Conversation Procedures 

• Post Implementation 

Training Personnel 

Even a well designed and technica lly elegant system succeeds or fails of the way that 

operated and used 

The training of a system includes: 

Training of the System Operators: so as to ensure that they are able to handle all possible 

operations 

User Training: Basically trained to trouble shoot the software 

Conversion 

Conversation is process of changing from the old system to new system. 

Various methods of conversion 

• Parallel System 

• Direct Cut Over 

• Pilot Approach 

• Phase in Methods 

Parallel System 

In this system user continue to operate the old system in a accustomed malU1er at the 

same time begins llsing the new system, this is the safest conversion approach since it 

Networking 67 



Chapter # 12 Network implementation 

guarantees that in case of any error the organization can still fa ll back to the old system 

without loss of time and revenue. 

The approach fo r this system is parallel approach. 

Direct Cutover 

By thi s approach the old system converted to new system abruptly, this conversion 

system is more preferable in purchase or turnkey system. 

Pilot Approach 

In this approach a working version of the system is implemented in one part of 

organization and the remaining part of organization with the old system, this approach 

has an advantage of providing a sound providing ground before full y implemented . 

Phase in Methods 

This method is used when it is not possible to install a new system throughout the 

organization all at once. 

Proposed System 

Since the user has to get familiar with the newly assigned system which might take some 

time so the recommended and most suitable form of conversion fo r implementation of the 

system is the parallel conversion until the user become fully familiar with the operational 

details of the newly developed computer based information system. 

Post Implementation 

After the system has been implemented and conversion is completed a review of the 

system will be conducted by the analyst, user so as to assure the transition process. 

Staff Requirements 

There are some function re4quired to perform for data management especially when the 

software is newly installed 
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• To handle the errors some times occurs during the execution 

• Someti mes the data may overflow or lost 

• There may be some other problems with the staff before or at least they are not 

familiar with the computers, then new staff will be hired to operate the system as 

CGT is already Llsing the computers and staff runs different packages so the 

newly install ed system will be able to understand easi ly the staff for the new 

system should have following qualities 

• The staff must be familiar with some computer packages 

• They must be quite effic ient with their work 

• After the training they must be ab le to handle the newly installed computer based 

system 
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Definitions of Testing 

Hetzel's Definition 

Testing 

Testing is the process of establishing confidence hat a program system does what it is 

supposed to do. 

Myers's Definition 

Testing is the process of executing a program or system with the intent of finding errors. 

Practitioner's Views of Network Testing 

• Checking programs against specification 

• Finding bugs in the programs 

• Determining user acceptability 

• Insuring that the system is ready fo r use 

• Gaining confidence that it wo rks 

• Showing that the program perfo rms correctl y 

• Demonstration that the errors are not present 

• Understanding the limits of performance 

• Learning what the system is not able to do 

• Evaluating the capability of the system 

• Verify ing the documentation 

• Convincing oneself that the job is fi ni shed 

Revised Definition of Testing: 

Hetzel 

Testing is any activity aimed at evaluating an attribute or capability of a program or 

system and determines that it meets its required results. 

Networking 70 



Chapter # 13 

A Definition of Quality 

Quality means "meet requirements" 

Testing and Quality 

• Quality is not intangible 

• The purpose of testing is to make quality visible 

• Testing is the measurement of software quality. 

Typical Network Quality Factors 

Functionality (Exterior Quality) 

• Correctness 

• Reliability 

• Usabili ty 

• Integrity 

Engineering (Interior Quality) 

• Efficiency 

• Testability 

• Documentat ion 

• Structure 

Adaptabili ty (Future Quality) 

• Flexibility 

• Reusability 

• Maintainability 

Software Testing: A Foundation 

Testing 

Any purposed testing methodology must provide a means of answering the fo llowing 

major questions. 

1. What should be tested? 

2. When should testing stmt and stop? 

3. Who does the testi ng? 
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Testing Practice 

Tlu'ee common levels of testing 

1. UNIT TESTING: Testing the individual client as they are written. 

2. SYSTEM TESTING: Testing of group of clients. 

3. ACCEPTANCE TESTING: Testing to verify the readiness for implementation 

or use. 

Typical Unit Testing Process 

OBJECTIVES: Confirm that address is coded correctly 

WHO DOES IT? Usually a network admini strator 

WHAT IS TESTED? 

o Data is transferring. 

o IP confi guration testing. 

o Loop back testing .. 

WHEN COMPLETE: Usually when administrator comfortable and has 

no k110wn defects. 

TOOLS AND AIDS: Not commonly employed 

Typical Network Testing Process 

• OBJECTIVES: Assemble clients into a working system. Determine 

readiness for acceptance. 

• WHO DOES IT? Test leader for test group . 

• WHAT IS TESTED? 

Networking 

o System requirements and functi on. 

o System interface. 

WHEN COMPLETE: Usually when majority of requirements are met, 

no major defects remaining. 
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